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Publication Information

The information in this manual applies only to the MUSE System Version 8.0. It does not apply to earlier product versions. Due to continuing
product innovation, specifications in this manual are subject to change without notice.

MUSE and MAC are trademarks owned by GE Medical Systems Information Technologies, Inc., a General Electric Company going to market
as GE Healthcare. All other trademarks contained herein are the property of their respective owners.

This product complies with the requirements concerning medical devices from the following regulatory bodies:

The document part number and revision are at the bottom of each page. The revision identifies the document’s update level. The revision
history of this document is summarized in the following table.

Revision

Date

Comments

A

25 February 2014 Customer release.

To access other GE Healthcare Diagnostic Cardiology manuals, go to the Common Documentation Library (CDL), located at
http://www.gehealthcare.com/usen/service/biomed_tech_selfservice/services_user_doc/products/support.html, and click Cardiology.

To access Original Equipment Manufacturer (OEM) manuals, go to the device manufacturer's Web site.

Service Manual Language Information

WARNING
(EN)

This service manual is available in English only.

® |f a customer's service provider requires a language other than English, it is the customer's
responsibility to provide translation services.

® Do not attempt to service the equipment unless this service manual has been consulted
and is understood.

® Failure to heed this warning may result in injury to the service provider, operator, or patient,
from electric shock, mechanical or other hazards.

MNPEAYNPEXAEHNE
(BG)

ToBa ynbTBAHE 30 PA6OTA € HANMYHO CAMO HA AHIANACKMA €3UK.

® AKO AOCTABUMKBT HO YCNYraTa HA KNVEHTA U3UCKA APYr €31K, 3A4BMAXEHNE HA KIMEHTA e
[d OCUrypy Npesoa.

® He n3non3gante obopyABAHETO, NPean A CTe Ce KOHCYNTUPANy U pa3bpani ynbTBAHETO
3a pabora.

® HecnassaHeTO HA TOBA NpeAynpexaeHne Moxe Ad A0BeAe A0 HOPAHABAHE HA AOCTABUMKA
HO YCNyraTa, onepaTopa Wiy NAUUEHT B PE3YNTAT HA TOKOB YAAP UAN MEXAHUYHA WA
[pYyra onacHocT.
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o REFEMAEMTEEREILEBEFMEE , THHTHE,
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s BRICEHRAMEFMATHREAANET , TR DERE RRMBETH .

o TERFABLETHRERMEAS. BEARIFRIRNER, BHEER HoEE
mEAEE.
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Service Manual Language Information (cont'd.)

UPOZORENJE Ove upute za servisiranje dostupne su samo na engleskom jeziku.
(HR) ® Ukoliko korisnicki servis zahtijeva neki drugi jezik, korisnikova je odgovornost osigurati
odgovarajudi prijevod.
* Nemojte pokusavati servisirati opremu ukoliko niste konzultirali i razumjeli ove upute.
® Nepostivanje ovog upozorenja moze rezultirati ozljedama servisnog osoblja, korisnika ili
pacijenta prouzrocenim elektricnim udarom te mehanickim ili nekim drugim opasnostima.
VAROVANI Tento provozni ndvod existuje pouze v anglickém jazyce.
(CS) ® V pfipadé, ze externi sluzba zakaznikim potfebuje ndvod v jiném jazyce, je zajidténi
prekladu do odpoviddgjiciho jazyka Ukolem zdkaznika.
® Nesnazte se o Udrzbu tohoto zafizeni, aniz byste si precetli tento provozni ndvod a
pochopili jeho obsah.
® V piipadé nedodrZovdni této varovani mize dojit k poranéni pracovnika prodejniho
servisu, obsluZzného persondlu nebo pacientl viivem elektrického proudu, respektive
vlivem mechanickych ¢i jinych rizik.
ADVARSEL Denne servicemanual findes kun pd engelsk.
(DA)

® Hvis en kundes tekniker har brug for et andet sprog end engelsk, er det kundens ansvar
at sgrge for overszettelse.

® Forsgg ikke at servicere udstyret medmindre denne servicemanual har veeret konsulteret
og er forstaet.

® Manglende overholdelse af denne advarsel kan medfgre skade pd grund af elektrisk,
mekanisk eller anden fare for teknikeren, operatgren eller patienten.

WAARSCHUWING
(NL)

Deze service manual is alleen in het Engels verkrijgbaar.

® |ndien het onderhoudspersoneel een andere taal nodig heeft, dan is de klant
verantwoordelijk voor de vertaling ervan.

® Probeer de apparatuur niet te onderhouden voordat deze service manual geraadpleegd
en begrepen is.

® |ndien deze waarschuwing niet wordt opgevolgd, zou het onderhoudspersoneel, de
gebruiker of een patiént gewond kunnen raken als gevolg van een elektrische schok,
mechanische of andere gevaren.

HOIATUS Kdesolev teenindusjuhend on saadaval ainult inglise keeles.
(ET) ® Kui klienditeeninduse osutaja nduab juhendit inglise keelest erinevas keeles, vastutab
klient tolketeenuse osutamise eest.
e Arge uritage seadmeid teenindada enne eelnevalt kdesoleva teenindusjuhendiga
tutvumist ja sellest aru saamist.
® Kdesoleva hoiatuse eiramine vdib pdhjustada teenuseosutaja, operaatori voi patsiendi
vigastamist elektriloogi, mehaanilise voi muu ohu tagajdrjel.
VAROITUS Tama huolto-ohje on saatavilla vain englanniksi.
(FI)

® Jos asiakkaan huoltohenkiléstd vaatii muuta kuin englanninkielistd materiaalia, tarvittavan
kaannoksen hankkiminen on asiakkaan vastuulla.

e Alg yritd korjata laitteistoa ennen kuin olet varmasti lukenut ja ymmartényt tdman
huolto-ohjeen.

® Mikdli tata varoitusta ei noudateta, seurauksena voi olla huoltohenkildston, laitteiston
kayttdjan tai potilaan vahingoittuminen sdhkoiskun, mekaanisen vian tai muun
vaaratilanteen vuoksi.
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Service Manual Language Information (cont'd.)

ATTENTION Ce manuel technique n'est disponible qu'en anglais.
(FR) ® Siun service technique client souhaite obtenir ce manuel dans une autre langue que
I'anglais, il devra prendre en charge la traduction et la responsabilité du contenu.
® Ne pas tenter d'intervenir sur les équipements tant que le manuel technique n'a pas été
consulté et compris.
® Le non-respect de cet avertissement peut entrainer chez le technicien, 'opérateur ou le
patient des blessures dues & des dangers électriques, mécaniques ou autres.
WARNUNG Diese Serviceanleitung ist nur in englischer Sprache verfugbar.
(DE)

® Falls der Kundendienst eine andere Sprache benétigt, muss er fur eine entsprechende
Ubersetzung sorgen.

® Keine Wartung durchfiihren, ohne diese Serviceanleitung gelesen und verstanden zu
haben.

® Bei Zuwiderhandlung kann es zu Verletzungen des Kundendiensttechnikers, des
Anwenders oder des Patienten durch Stromschlége, mechanische oder sonstige Gefahren
kommen.

MPOEIACMOIHEH
(EL)

To Tapdv eyxelpidlo a€pPig SlatiBetal oTa ayyAk& Yovo.

® Edv 1o &Topo TIaPoXrig EPPRLG VOGS TIEAGTN TIALTEL TO TIAXPOV EYXELPIBLO OE YAWOOX eKTAG
TWV QYYALKWV, OTTOTEAEL £0OVVN TOL TIEAATN VA TIAPEXEL LTINPETLEG PETADPAONG.

® MV ETIKELPOETE TNV EKTEAEDN £PYAOLWV OEPPLG OTOV EEOTIALOUO EKTOG €AV EXETE
OLPBOLAEUTEL KO EXETE KATAVONTEL TO TIAPOV eYXELPIOLO TEPRLG.

® Edv bev AaBete uToYN TNV TIPOoELGOTIOINGN QLTY, EVEEXETAL VO TIPOKANBEL TpaLUTIONOG
0TO GTOHO TIOPOXNG GEPPLG, OTO XELPLOTH 1] 0TOV aaBevr] artd NAeKTPOTIANE(Q, UnYawvLkolg
1 GAAOLG KLWSLVOUG,.

FIGYELMEZTETES Ez a szerviz kézikonyv kizdrélag angol nyelven érhetd el.
(HU) ® Ha avevd szerviz elldtdja angoltol eltéré nyelvre tart igényt, akkor a vevd feleléssége
a forditds elkészittetése.
® Ne probdlja elkezdeni haszndlni a berendezést, amig a szerviz kézikonyvben leirtakat
nem értelmezték és értették meg.
® Ezen figyelmeztetés figyelmen kiviil hagydsa a szerviz ellatd, a mikodtetd vagy a pdciens
daramdités, mechanikai vagy egyéb veszélyhelyzet miatti sériilését eredményezheti.
ABVORUN pessi pjonustuhandbok er eingéngu faanleg @ ensku.
(1) ® Ef ad pjdnustuveitandi vidskiptamanns parfnast annars tungumdals en ensku, er bad skylda
vidskiptamanns ad skaffa tungumalapjénustu.
® Reynid ekki ad afgreida taekid nema pessi pjénustuhandbdk hefur verid skodud og skilin.
® Brot G ad sinna pessari advorun getur leitt til meidsla & pjonustuveitanda, stjérnanda eda
sjuklingi fré raflosti, vélreenum eda 6drum dhaettum.
PERINGATAN Manual servis ini hanya tersedia dalam bahasa Inggris.
(ID)

® Jika penyedia jasa servis pelanggan memerlukan bahasa lain selain dari Bahasa Inggris,
merupakan tanggung jawab dari penyedia jasa servis tersebut untuk menyediakan
terjemahannya.

® Jangan mencoba melakukan servis terhadap perlengkapan kecuali telah membaca dan
memahami manual servis ini.

® Mengabaikan peringatan ini bisa mengakibatkan cedera pada penyedia servis, operator,
atau pasien, karena terkena kejut listrik, bahaya mekanis atau bahaya lainnya.
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Service Manual Language Information (cont'd.)

AVVERTENZA Il presente manuale di manutenzione ¢ disponibile soltanto in Inglese.
(m ® Se un addetto alla manutenzione richiede il manuale in una lingua diversa, il cliente &
tenuto a provvedere direttamente alla traduzione.
® Sjproceda alla manutenzione dell'apparecchiatura solo dopo aver consultato il presente
manuale ed averne compreso il contenuto.
® || non rispetto della presente avvertenza potrebbe far compiere operazioni da cui derivino
lesioni all'addetto, alla manutenzione, all'utilizzatore ed al paziente per folgorazione
elettrica, per urti meccanici od altri rischi.
B COY—EANZ1TIIREZERLASY EHA,
(JA) e H—EREBALUTNZEENKEUNOSEEZERENDBE. BREXGTO%
EOQEEATITS>ENDEEBTVWELEEET,
o ZOH—EAXYZITILEZRZL. T EBRBELLELLTEBOY—ER%E
T2TLKEEL,
o ZNEHIRDEWEE, Y—ERZHEEEThZDH., BREEHZVEFEEN. BE
PHEBAXETOMOBRICKYYEBEITITREEN BYET,
da 2 MH|A X &M= Ho{Z2 Bt 0|Z5HA = &Lt
(KOl o DZo| MH|A MSBAH7H Loi 0|20 08 278 B, HA MHIAE MBsHe X
2 m2o| MeiolLict
o EMHAXEHME HIF T olsHstx| f= B2 sl &HIE =Elstz{n AT 3
Xl OtHAIR
e O|Z1o|RoFR|AoHTTI| £33 J|HN E2CIE AYZRE MH|[A A
SR 2ER F2 eRto| A fIHE 7HE = A& LICH
BRIDINAJUMS ST apkalpotaju rokasgramata ir pieejama tikai anglu valoda.
(Lv) ® Ja apkalpoSanas sniedz&jam nepiecieSama informdcija citd, nevis anglu, valodd, klienta
piendkums ir nodrosinat tas tulkosanu.
® Neveiciet aprikojuma apkopi, neizlasot un nesaprotot apkalpotdju rokasgramatu.
¢ Sbridindjuma neievérosana var radit elektriskas stravas trieciena, mehanisku vai citu risku
izraisttu traumu apkopes sniedz&jam, operatoram vai pacientam.
|SPEJIMAS Sis eksploatavimo vadovas yra prieinamas tik angly kalba.
(L) ® Jei kliento paslaugy tiekéjas reikalauja vadovo kita kalba - ne angly, numatyti vertimo
paslaugas yra kliento atsakomybé.
® Nemeéginkite atlikti jrangos techninés priezZitros, nebent atsizvelgéte j §j eksploatavimo
vadovq ir jj supratote.
® Jeineatkreipsite démesio j §j perspéjima, galimi suzalojimai dél elektros Soko, mechaniniy
ar kity paslaugy tiekéjui, operatoriui ar pacientui.
ADVARSEL Denne servicehandboken finnes bare pa engelsk.
(NO)

e Huvis kundens serviceleverandgr trenger et annet sprdk, er det kundens ansvar @ sgrge
for oversettelse.

® |kke forsgk a reparere utstyret uten at denne servicehdndboken er lest og forstatt.

® Manglende hensyn til denne advarselen kan fgre til at serviceleverandgren, operatgren
eller pasienten skades pd grunn av elektrisk stat, mekaniske eller andre farer.
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Service Manual Language Information (cont'd.)

OSTRZEZENIE

Niniejszy podrecznik serwisowy dostepny jest jedynie w jezyku angielskim.

(PL) ® Jedli dostawca ustug klienta wymaga jezyka innego niz angielski, zapewnienie ustugi
ttumaczenia jest obowigzkiem klienta.
* Nie nalezy serwisowaé wyposazenia bez zapoznania sie i zrozumienia niniejszego
podrecznika serwisowego.
® Niezastosowanie sie do tego ostrzezenia moze spowodowaé urazy dostawcy ustug,
operatora lub pacjenta w wyniku porazenia elektrycznego, zagrozenia mechanicznego
bgdZ innego.
AVISO Este manual de assisténcia técnica sé se encontra disponivel em inglés.
(PT-BRI ® Se o servigo de assisténcia técnica do cliente ndo for GE, e precisar de outro idioma, serd
da responsabilidade do cliente fornecer os servigos de tradugdo.
® Ndo tente reparar o equipamento sem ter consultado e compreendido este manual de
assisténcia técnica.
® O ndo cumprimento deste aviso pode por em perigo a seguranga do técnico, operador ou
paciente devido a choques elétricos, mecdnicos ou outros.
AVISO Este manual técnico s se encontra disponivel em inglés.
(PT-PT) ® Se a assisténcia técnica do cliente solicitar estes manuais noutro idioma, é da
responsabilidade do cliente fornecer os servicos de tradugdo.
® Ndo tente reparar o equipamento sem ter consultado e compreendido este manual
técnico.
® 0O ndo cumprimento deste aviso pode provocar lesdes ao técnico, ao utilizador ou ao
paciente devido a choques eléctricos, mecanicos ou outros.
AVERTISMENT Acest manual de service este disponibil numai in limba engleza.
(RO) ® Dacd un furnizor de servicii pentru clienti necesitd o altd limbd decat cea englezd, este de
datoria clientului s& furnizeze o traducere.
® Nu incercati sd reparati echipamentul decdt ulterior consultdrii si intelegerii acestui
manual de service.
® |gnorarea acestui avertisment ar putea duce la r@nirea depanatorului, operatorului sau
pacientului in urma pericolelor de electrocutare, mecanice sau de altd naturd.
NPEAYNPEXAEHNE HacTtoswee pykoBOACTBO N0 06CNYXMBAHUIO NPEANArAeTCs TONbKO HA QHIANNCKOM A3bIKe.
(RU) ® ECNu CEPBUCHOMY NEPCOHANY KANEHTA HE06X0AVMO PYKOBOACTBO HE HA AHIANIACKOM, d HA
KOKOM-TO APYroM s13bIKe, KIMEHTY CnesyeT 06eCneunTs Nepesos CaMOCTOSTENLHO.
® pexae yeM NPUCTYNATb K 06CNYKUBAHMIO 06OPYA0BAHNSA, 06530TENBHO 06PATUTECH K
HACTOALLEMY PYKOBOACTBY W BHAMATENEHO N3YUUTE U3NOXKEHHbIE B HEM CBEAEHNS.
® HecobnioaeHne TpebOBAHWIA AAHHOMO NPeAYNPEXAEHUS MOXKET NPUBECTU K TOMY, UYTO
CNeunanucTbl No 06CNYXNBAHMIO, ONEPATOPbI AW NALUMEHTbI NOAYYAT YAAP INEKTPUYECKUM
TOKOM, MEXAHUYECKYIO TPABMY VAU APYroe NOBPEXAEHNE.
UPOZORENJE Ovo servisno uputstvo je dostupno samo na engleskom jeziku.
(SR)

® Ako klijentov serviser zahteva neki drugi jezik, klijent je duzan da obezbedi prevodilacke
usluge.

® Ne pokusavajte da opravite uredaj ako niste procitali i razumeli ovo servisno uputstvo.

® Zanemarivanje ovog upozorenja moze dovesti do povredivanja servisera, rukovaoca ili
pacijenta usled strujnog udara, ili mehanickih i drugih opasnosti.
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Service Manual Language Information (cont'd.)

VAROVANIE Tento ndvod na obsluhu je k dispozicii len v anglictine.
(K] ® Ak zdkaznikov poskytovatel sluzieb vyzaduje iny jazyk ako anglictinu, poskytnutie
prekladatelskych sluzieb je zodpovednostou zdkaznika.
® Nepokusajte sa o obsluhu zariadenia skér, ako si neprecitate ndvod na obsluhu a
neporozumiete mu.
® Zanedbanie tohto varovania méze vyustit do zranenia poskytovatela sluzieb, obsluhujicej
osoby alebo pacienta elektrickym prddom, mechanickym alebo inym nebezpecenstvom.
OPOZORILO Ta servisni prirocnik je na voljo samo v angleskem jeziku.
(su o Ce ponudnik storitve stranke potrebuje priroénik v drugem jeziku, mora stranka zagotoviti
prevod.
® Ne poskusajte servisirati opreme, Ce tega prirocnika niste v celoti prebrali in razumeli.
¢ (e tega opozorila ne upostevate, se lahko zaradi elektriénega udara, mehanskih ali drugih
nevarnosti poskoduje ponudnik storitev, operater ali bolnik.
ADVERTENCIA Este manual de servicio sélo existe en inglés.
ES) ® Sjel encargado de mantenimiento de un cliente necesita un idioma que no sea el inglés, el
cliente deberd encargarse de la traduccién del manual.
® No se deberd dar servicio técnico al equipo, sin haber consultado y comprendido este
manual de servicio.
® La no observancia del presente aviso puede dar lugar a que el proveedor de servicios, el
operador o el paciente sufran lesiones provocadas por causas eléctricas, mecdnicas o
de otra naturaleza.
VARNING Den har servicehandboken finns bara tillganglig pd engelska.
(V) ® Om en kunds servicetekniker har behov av ett annat sprak dn engelska ansvarar kunden
for att tillhandahdlla 6versdattningstjénster.
® Forsok inte utfora service pd utrustningen om du inte har ldst och forstar den har
servicehandboken.
® Om duinte tar hansyn till den har varningen kan det resultera i skador pd serviceteknikern,
operatoren eller patienten till f6ljd av elektriska stotar, mekaniska faror eller andra faror.
UYARI Bu servis kilavuzunun sadece ingilizcesi mevcuttur.
(TR)

®  Eger musteri teknisyeni bu kilavuzu ingilizce disinda bir baska lisandan talep ederse, bunu
tercime ettirmek musteriye duser.

® Servis kilavuzunu okuyup anlamadan ekipmanlara midahale etmeyiniz.

® Bu uyariya uyulmamasi, elektrik, mekanik veya diger tehlikelerden dolayi teknisyen,
operator veya hastanin yaralanmasina yol acabilir.
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Service Manual Language Information (cont'd.)

3ACTEPEXEHHA [laHe KepiBHULTBO 3 CEPBICHOr0 06CNYroByBAHHA NOCTAYAETHCA BUKNIOUYHO AHMNINCHKOIO MOBOIO.
(UK) ®  AKWO CEepBICHWI iHxXeHep NOTpebye KepiBHULTBO iHLWOK MOBOIO, KOPVCTYBAY 30608'A3AHMUIA
306e3neunTyt NOCNYry Nnepeknaaaua.
® He HaMaAranTecs 34iiCHIOBATY TeXHIYHE 06CNYroByBAHHA AQHOrO OBNAAHAHHS, AKWO
BI He unTanu, abo He 3po3yminy iHGopMaLito, HOAAHY B KEPIBHULTBI 3 CEPBICHOr0
06CnyroByBaHHS.
®  HeAOTPUMAHHA LUbOro 3aCTEPEXEHHA MOXe NPU3BECTY A0 TPABMYBAHHA CEPBICHOIO
iHXeHepa, KOpUCTYBAYA AAHOrO 06NAAHAHHA 60 NAUIEHTA BHACNIA0K €NeKTPUYHOMO LWOKY,
MEXAHIYHOrO YLWKOAXEHHA A60 3 iHWWX NPUYNH HEBIPHOMO 06CNYroBYBAHHA 0ONAAHAHHS.
CANH BAO Tai Liéu Hudng Dan Stra Chita chi cé ban tiéng Anh.
(V1)

® N&u cdc don vi cung cép dich vu cho khdch hang yéu cau mét ngdn ngi nao khac ti€ng
Anh, thi khdch hang sé cé trdch nhiém cung c8p céc dich vu dich thuét.

e Khdng dugc stra chita thiét bi trir khi da tham khao va hiéu Tai liéu Hudng dan Stra chiva.

® Khéng tudn thi nhi*tng canh béo ndy c thé dan dén céc tén thuong cho ngudi thuc
hién stra chira, ngudi van hanh hay bénh nhan, do séc dién, cdc rdi ro vé co khi hay
cdc rai ro khdc.
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Introduction

This chapter provides general information required for the proper use of the system
and this manual. Familiarize yourself with this information before using the system.

Manual Information

This section provides information for the correct use of this manual.

Keep this manual with the equipment at all times and periodically review it. You
should request training assistance from GE Healthcare, if needed.

Intended Audience

This manual is intended for use by GE Healthcare Field Service Engineers.

Manual Purpose

This manual provides the information needed to install and configure the Cloverleaf
Application Adapter - Web Services (CAA-WS). This manual also provides information
on troubleshooting.

Document Conventions

This manual uses the following conventions.

Typographical Conventions

Convention Description

Bold Text Indicates keys on the keyboard, text to enter, or hardware items such as
buttons or switches on the equipment.

Italicized-Bold| Indicates software terms that identify menu items, buttons or options in
Text various windows.

CTRL+ESC Indicates a keyboard operation. A plus (+) sign between the names of two
keys indicates that while holding the first key, you should press and release
the second key. For example, Press CTRL+ESC means to press and hold the
CTRL key and then press and release the ESC key.
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Convention

Description

<space>

Indicates that you must press the spacebar. When instructions are given
for typing a precise text string with one or more spaces, the point where
you must press the spacebar is indicated as <space>. This ensures that
the correct number of spaces is inserted in the correct positions within
the literal text string. The purpose of the < > brackets is to distinguish the
command from the literal text within the string.

Enter

Indicates that you must press the Enter or Return key on the keyboard. Do
not type Enter.

The greater than symbol, or right angle bracket, is a concise method to
indicate a sequence of menu selections.

For example, the statement “From the main menu, select System > Setup >
Options to open the Option Activation window" replaces the following:

1. From the main menu, select System to open the System menu.
2. From the System menu, select Setup to open the Setup menu.

3. From the Setup menu, select Options to open the Option Activation
window.

lllustrations

All illustrations in the manual are provided as examples only. Depending on system
configuration, screens in the manual may differ from the screens on your system.

All patient names and data are fictitious. Any similarity to actual persons is

coincidental.

Notes

Notes provide application tips or additional information that, while useful, are not
essential to the correct operation of the system. They are called out from the body
text through a flag word and indentation, as follows:

NOTE:

The tip or additional information is indented below the NOTE flag word.

Related Documents

For a complete list of related manuals, refer to the Related Manuals appendix in the
MUSE Cardiology Information Systems Service Manual.

Additional Assistance

GE Healthcare maintains a trained staff of application and technical experts to answer
questions and respond to issues and problems that may arise during the installation,
maintenance, and use of this system.

Contact your local GE Healthcare representative to request additional assistance.

12
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Interface Overview

The Master-Patient Index (MPI) interface is composed of three components.

» Cloverleaf Application Adapter-Web Services (CAA-WS, the CCG web services) -
Used to establish a secure connection to the MPI server and handles authentication .

» hl7_soap_singreq/hl7_soap_multreq Cloverleaf Site - Used to translate between
HL7 message formats and the Web Service’s SOAP message format.

* muse_prod Cloverleaf Site - The standard MUSE CCG site used to interface with
the Hospital Information Systems (HIS).

MUSE

CCG
I —1 T I =1
i ngﬁ.@ Musée_prod Part 810 hi7_soap_singreq/ | [ | java . CAA-WS
| hi7_soap_mulireq ] protocot
| Cloverieal | [ Webservica CAA-WS

MPiI'Web Service

From the MUSE standpoint, the ADT Query path is the same as when the MUSE is
connected to a HIS (via a CCG). The MUSE system sends a standard QRY~AQ01 ADT
Query message to the CCG's Cloverleaf MUSE site.

The Cloverleaf MUSE site then forwards the message to the hl7_soap_singreq or
hl7_soap_multreq site (also in Cloverleaf), which saves the MUSE Site ID of the
outgoing request and translates the QRY~Q01 HL7 message into a SOAP message
appropriate for the MPI web server.

After the query message is converted to a SOAP message, the message is ready for
the MPI web server. The message negotiates web site security protocols, such as
https, and user authentication. CAA-WS completes these operations .

When the web site replies to the query, the response is returned to CAA-WS, which
forwards the response to the Cloverleaf hl7_soap_singreq or hl7_soap_multreq site.

The Cloverleaf hl7_soap_singreq or hl7_soap_multreq site converts the response
from the SOAP format into an HL7 ADT”~A19 message. After converting the response
message into an HL7 message, the hl7_soap_singreq or hl7_soap_multreq site
reattaches the MUSE Site ID to the message, and sends the A19 message to the MUSE
site. The MUSE site returns the response to the MUSE system as if it were a response
from a HIS.
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Connecting the MUSE System to a
Master-Patient Index Server (MPI)

2076576-008A

NOTE:
Throughout this procedure you will notice some items are labeled with four X's
(XXXX). Replace these X's with a string that appropriately identifies the target MPI
site.

The configuration of MPI support (CCG CAA-WS: Cloverleaf Application Adapter Web
Services) requires the following:

» A text editor, such as MS Notepad or Notepad++. Do not use MS-Wordpad or
MS-Word.

¢ Avalidating XML editor (optional).

Complete the following tasks to install and configure a CCG system with CAA-WS.

1. Install a CCG system with Cloverleaf Application Adaptor Web Services (CAA-WS).
See “Installing CCG, MUSE Sites, and HL7 to Soap Template Cloverleaf Site” on
page 16.

2. Install the MUSE sites. See “Installing CCG, MUSE Sites, and HL7 to Soap Template
Cloverleaf Site” on page 16.

3. Install the HL7 to the soap template Cloverleaf site. See “Installing CCG, MUSE
Sites, and HL7 to Soap Template Cloverleaf Site” on page 16.

4. Create SSL security certificates (required only if https is used to access the web
service). See “Creating an SSL Security Certificate” on page 17.

5. Configure CAA-WS. See “Configuring Cloverleaf Application Adaptor Web Services
(CAA-WS)” on page 20.

6. Import schema documents specific to the MPI web site into Cloverleaf. See
“Importing an XML Schema into Cloverleaf” on page 25.

7. Configure Cloverleaf outbound translation of HL7 to SOAP request message.
See “Creating a Request Translation File” on page 30.

8. Configure Cloverleaf inbound translation of SOAP response message to HL7.
SeeAppendix “Creating a Request Translation File” on page 30.

9. Connect the MUSE site to the hl7_soap_singreq or hl7_soap_multreq site. See
“Connecting the MUSE Site to the hl7_soap_singreq Site” on page 36.

10. Finalize the configuration. See “Finalizing the Configuration” on page 44.

11. Perform cleanup. See “Performing Cleanup” on page 44.
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Installation and Configuration Procedures

Use the following procedures to install and configure the CCG, MUSE, Cloverleaf sites,
and creating an SSL Security Certificate.

Installing CCG, MUSE Sites, and HL7 to Soap Template
Cloverleaf Site

Use the following procedure to install the CCG, MUSE sites, and HL7 to Soap template
Cloverleaf site.

1.

16

Install the CCG following the instructions in the MUSE Cardiology Information
System Installation Guide.

Autostart and Scheduling configuration are performed after the MPI interface is
created and configured.

After installing the CCG, copy the standard MUSE-CCG Interface zip files
from the CCG Sites directory on the MUSE V8 System Application DVD to
c:\gehc-it\ccg\extras\interfaces on the CCG server.

In the CCG Sites directory of the MUSE CCG CD, copy one of the following files to
c:\gehc-it\ccg\extras\interfaces on the CCG server:

 |f more than one request has to be sent to the Web Service to request for
patient information, locate and copy hl7_soap_multreq.zip.

 [f only one request has to be sent to the Web Service to request for patient
information, locate and copy hl7_soap_singreq.zip.

NOTE:
The default sites hl7_soap_multreq and hl7_soap_singreq include XML,
XSD and OCM files which are to be used as samples and will require you to
customize them for the customer. Refer to section “Creating a New SOAP
Client” on page 21 for generating new XML files. Refer to section “Generating
XSD Files” on page 27 for creating the required XSD files. OCM files are
generated when the XSD files are compiled.

Install the MUSE interfaces as required by the site following the procedures
documented in the MUSE Cardiology Information Systems Devices and Interfaces
Manual.

NOTE:
Only the muse_prod site (muse_prod.zip) is required by the MPI interface.

Install the HL7-to-soap site that you copied in step 3.

NOTE:
This document assumes that the hl7_soap_singreq site is installed. If the
hl7_soap_multreq site is installed, you can follow the same instructions as
for the hl7_soap_singreq site.
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6.  In hl7-soap-singreq/tclprocs/http_query.tcl and hl7-soap-multreq/
tclprocs/http_query.tcl, procedure ExtractTokenAndRequestFindPatient, has
hard-coded details specific to the MPI server you are using.

Update the following fields as appropriate for the customer site.
» set UserName “webservice"

» set FriendlyName "WSGeApp"

e set SystemCode "GEApp"

e set SystemLocation "SG033827"

NOTE:
The Savehl7fields.tcl. has a delay configured to prevent a race condition
between two ADT query requests. Configure the delay as appropriate for
the customer site so that any two requests are processed one after the
other but as soon as possible. The delay configured is in milliseconds. In the
example below its configured as 10,000 milliseconds

Use the following information to configure the delay. If the patientID.txt
file exists, it indicates that a request is being processed and you will need
to wait until it is done.

if { [file exists "patientID.txt"] } {
#echo "inside IF loop"
after

10000

}

NOTE:
There is a known issue with the Savehl7fields.tcl in the hl7-soap-singreq
template which will be fixed in a subsequent release. In this template the
code uses a “while” block when it should have used an “If” block as the code
snippet shown above. A work around is to change the "while" to "if" or the
entire section of code writing the Patient ID to a file and reading from it
can be removed from this template.

7. Appropriate error handling needs to be added to the tclproc parsing the
response from the MPI Server.

Error handling is required in both cases: when TPS translation is used or when
the Clover Leaf XLATE is used.

8. The Source in the default alerts of all the templates will need to be modified
accordingly if the CCG / Cloverleaf install directory is not on drive C. The default
alert file for a site is located at CL_INSTALL_DIR\integrator\[SITENAME]\Alerts.

9. If the connection to the services uses a Secure Socklet Level (SSL) connection,
proceed to the next section “Creating an SSL Security Certificate”.

If the connection to the services does not use SSL, proceed to “Configuring
Cloverleaf Application Adaptor Web Services (CAA-WS)” on page 20.

Creating an SSL Security Certificate
If the connection to the service uses a Secure Socket Level (SSL) connection such as
https, you need to perform the following procedure to create a keystore that allows
CAA-WS to establish a secure connection to the Web Service.
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If there is no SSL connection, skip this section and proceed to “Configuring Cloverleaf
Application Adaptor Web Services (CAA-WS)” on page 20.

1.

7.

Obtain the security certificate for the Web Services where patient data is obtained.
The following procedure is for Internet Explorer 8. The procedure for other
browsers may be similar.

a. Using Internet Explorer 8, navigate to the web address of the service.
The following error page is displayed: Certificate Error: Navigation Blocked.

b. Click on the following link: Continue to this website (not recommended).
The following message is displayed: Page cannot be found HTTP: 404 error.
Next to the URL drop-down field, the following message is displayed:
Certificate Error.

Click Certificate Error.
Click View Certificates.
Under Certificate Details, select Copy to File....

- o o 0

When the Certificate Export Wizard opens, click Next and select DER
encoded binary.

g. Click Next and navigate to a temporary directory.

h. Name the file XXXXCertificate.cer, replacing the XXXX with a name
appropriate to the MPI site.

i.  Click Save.
j.  Click Next > Finish to complete the security certificate export.

Copy the security certificate to a temporary directory on the CCG Server.
Open a command window and change to the directory where you saved your file.

In the command window, type the following command to create a keystore:
C:\gehc-it\_jre\bin\keytool -importcert -file XXXXCertificate.cer -storepass
PPPPPP -trustcacerts -storetype JKS -keystore XXXXKey.keystore

The keystore contains the certificate using the java key tool command replacing
PPPPPP with the password you are using to protect the keystore.

NOTE:
The password needs to be a minimum of six characters long. Remember the
password because it is required when editing the CAA-WS CCG configuration
file.

When the key tool runs, a dialog box asks if you trust the certificate; click YES.

Copy the keystore file, XXXXKey.keystore, to the C:\gehc-it\ccg\quovadx\cis6.0\
integrator\hl7_soap_multreq or C:\gehc-it\ccg\quovadx\cis6.0\integrator\
hl7_soap_singreq directory on the CCG Server.

Proceed to the next section “Converting a Certificate from P12 to JKS”.

Converting a Certificate from P12 to JKS

18

Use the following procedure to convert a security certificate from P12 to JKS. The
assumption is that you already have the certificate test.p12 of type PKCS12 and you
are converting it to test.JKS of type JKS.

1.

First, you will need to determine the value to enter for -srcalias.
Open a command window and type the following:
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keytool -v -list -keystore test.pl2 -storepass
<MyPassWord> -storetype PKCS12

NOTE:
For the variable <MyPassword> use the password for the test.p12
certificate.

The results are dependent on the language of the operating system, the
following is an example from a Swedish operating system:

Eevstore-typ: PECS1Z

1]

Eevstore-leverant-r: SunJd35

Din keystore innehlller en 1 post

Aligsnamn: raz ekg prod

-Z1

Skapat
Fosttyp: PrivateEeyEntry

In the example the value for -srcalias is rs ekg prod.

This command will also list the information of the Certificate Authority and
the certificate(s) used. This information will be useful for subsequent steps
(especially step 6) where you will have to obtain the required certificates.

See Appendix B “View Trusted Certificates” on page 61 for the information
on using the Microsoft Management Console mmc.exe to view the trusted
certificates installed on your machine.

To create the JKS from the P12 file, run the following command in the command
prompt:

keytool -importkeystore -srckeystore test.pl?2
-destkeystore test.jks -srcstoretype PKCS12
-deststoretype JKS -srcstorepass <password of P12>
-deststorepass <password of JKS> -srcalias <P12 alias>
-destalias <JKS alias> -srckeypass <Pl2 store password>
—-destkeypass <JKS store password>

Confirm that the JKS was created successfully by running the following
command:

keytool -v -list -keystore test.jks -storetype jks
Enter the password when prompted.

The console lists the content of the JKS file.

Create a text file called certificate.pem in any text editor.

All the public certificates need to be in a single file. These include root,
intermediate, and CA certificates. Since P12 is a Windows-based certificate, all
certificates must be available.

Download or obtain all possible certificates from the client.
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10.
11.

12.

13.

Download and install Open SSL from the following location:
http://gnuwin32.sourceforge.net/packages/openssl.htm.

Open each available certificate, one-by-one, in any text editor.

The certificates (.cer/.crt file) should be Base 64 encoded so that you can use
them in the PEM file you created earlier. A Base 64 encoded certificate looks like
the following sample:

MIIFazCCA10gAwWIBAgIRAIC/
GIYrVi9GINoHXIniK9EwWDQYJKoZIhveNAQEFBQAwW

HDFQu+mEswKUJrN/
ug2rIThaKdgkwe9iVDI9yAZD6aF8P2WRO9g7IYgbAs4 /F7Q=
————— END CERTIFICATE----

 [f the content is in this format, copy and paste it into the certificate.pem file.

NOTE:
You need to copy all of the content and tags between the Begin
Certificate and End Certificate tags.

e |f the content is not in this format, you need to convert it into Base 64 using
Open SSL, which you downloaded and installed earlier. Use the following
command for each non-Base 64 encoded certificate:
openssl x509 -in xyz.crt -inform der -outform pem -out
abc.pem

Open the newly created PEM file and its content should be similar to the
example in step 8.

Copy and paste the content into the certificate.pem file.
Use the following command to import all of the certificates to the JKS file.

keytool -import -keystore test.jks -alias
muse-client-cert -file certificate.pem

a.  Type the keystore password when prompted.
b.  Type yes when prompted if you trust this certificate.

To confirm that the certificates imported successfully with JKS, run the following
command:

keytool -v -list -keystore test.jks -storetype jks

Proceed to the next section “Configuring Cloverleaf Application Adaptor Web
Services (CAA-WS)".

Configuring Cloverleaf Application Adaptor Web
Services (CAA-WS)

Use the following procedures to configure the CAA-WS.

20
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Creating a New SOAP Client

Use the following procedure to create a new SOAP client.

2076576-008A

1.

4.

At the C: drive, open the folder at C:\gehc-it\ccg\quovadx\cis6.0\
integrator\hl7_soap_multreq\javadriver\hl7_adt_soap_multreq\ or
C:\gehc-it\ccg\quovadx\cis6.0\integrator\hl7_soap_singreq\javadriver\
hl7_adt_soap_singreq file and rename CCG-CAAWS-config.xml with a different
name so that it is saved as a backup file to refer to later.

Open the WS Configurator tool.

Double-click the jar file from a file browser or run java -jar WSConfigurator.jar
from the command line after changing the directory to where
WSConfigurator.jar is located.

This is found at integrator/CAA/ws/tool/WSConfigurator.jar.
The Logical View window opens.
Select Client > New SOAP Client.

|£) WS Configurator
fie |Chent| Server
‘Log New SOAP Client  View |
| NewRESTClient |
New Raw Client

New HTTP Conduit
New Bus

The Add SOAP Client window opens:

A SCOAP Caart 248 SOAPHTIP cals 10 3 wed bena Lenanpreceang SOAP mestaget Tha i 2ons vang CF Dapatcn
styechs Here we e oeabng 2 Dagatct¥ acon ohed s ovale Pere Dupsich shech dung Clovered caln

T whad ERGuld alfusd froets for 5 WHROL Be 10 100 & enled Top WT TP LUIRL oF 5 WO S (0 6l Co08 Tl LIRT alacled
AT te avadazis ts Oiovenedl B rrtme o e et ol 19 et Pan chor Laad WEOL ' 1 process e WIDL 1 contents
M Pei ool o Bervace Srop down wil e povviated and B waer Can s B Servicn The Pord Srop down il oen Be
FipA it et ot (RSN B T B0 Befale T Rare o 0 00 Of Pt i (Pinits £ ol Do BAO IRl L6000
L UL ST TR o Y]

A8 3 WEDH port aireads contand a0 03FeLL Te adFets besd Rere i provided 33 a0 overde i Cate The uier Ateds T Call e
LOrAce B 3 OReient BAFELE TSN (rowaded o P AL

That b Bl Naers iy b BPAOS ) 18 SPBSAN £ Pubrd i tonly S Db shch F achiny 8 8 (0ng e (il tor RE 31
el | Dl f T e T P P AT bed e fegared and P S50 AT 00 LEeORed 0 e Cal P Ciovene ol
Wame: U0 Capan

WAL Lehec i

wisow ver | [e——
| uum_l' | Shonw tulty guattad mamey =

Servce: | [ Por [ ]
Lz iz

Address e scamcat B ReT e an
Serace lode: & pamOAD M SAGE

Com [ comm |

Enter the WSDL URL.

e Using a WSDL at an HTTP address can be unstable if the WSDL becomes
unavailable, causing the Client service to fail to start.

e |tis recommended that you save a copy of a WSDL to the local hard drive
and access it from there.
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22

10.

In the following example, the following WSDL is entered into WSDL URL:
http://soap.amagmzon.com/schemas2/AmazonWebSericeswsdl.

P ——— —T]
|4 Add SOAP Cleent prd

A SOAP Chent goes SOAFHTTR cais 19 3 a92 Lot Lenangreceang S0AP massager The o Sone wsng CoF Caspaton
SOOI Mare we W0 CeIAg B DRAPIACTS BN S8 T Tats [Rp IR S0t Sunng Diowene of (it

| 1
Tht b $hontd oloid Brommae 0or & WIDL e 15 5abd o aler o HTTP UL of 5 WL Ba 08 v Chad Wb UBD b0
WUAT b avadates 15 Clovenesd B Aot of T Chent mel Bl 15 G20 e CRcE L oad WEOR " 10 process e WECR 8 contents
AL Pel PO T SHPACE DFEQ DOMN N 14 PIPuAINET BAT A GIH CIA CROSES B 1AAACE TRe Pt 00 O0aR ot TN B4
EoenA e d wih port sodons ko e petecied perace T Pare 1 oot one of e chosces & wel B pulomaboaly besecied
e miie Poe v e Tui! Patie

Il AS 3 WEDL port Mresd cOMtENG B8 BOFOIT P B e1) Betd fare i (rowded B BN Svernde I CE08 T uler Raeds 1o Cl P

seracn ol 3 Sferend pddruss P proveded m e WI0L

|
The rarme Sedd Nefers ondy no SPACFE | @ opSonal £ Pare i ooy one Dvapatch F aciory i 3 condg B (nowdng for RE ST
CRANEE | Dl f P W00 TuACH P Pl AT Sl W8 EEeD 30D P SLEECR RAT 14 10A0Red N P L Fom Clovere

|
| Mame: W SOAPTupatch

WL Lelecton
B T T T ——— | mrowna_. ]
= - — - . ——
| Sorvce - Por P—
I| Ads | |

Servce Mode: § PAVLOAD O M SSAGK |

(o] Ccamen |

— =

e

Click Load WSDL.

The Service field is populated from the WSDL. Since there is only one entry,
the system automatically selects it.

Selecting a Service populates the Port field. Since there is only one port in the
example, it is autoselected.

Use the Address field for any address overrides.

In the example, the Address field is empty because the address in the WSDL
URL field is correct.

If the server implements a widely available WSDL based on a standard where
the address is generic, use the Address field to override it with the address of
the server with which this system is interacting.

Select the Service Mode > MESSAGE (by default the Service Mode is set to
PAYLOAD,).

* MESSAGE

¢ Indicates the system user is sending and receiving the entire SOAP
Envelope.

¢ This allows greater flexibility, but is also more complicated and error prone.

e PAYLOAD

¢ This tells the system to send and receive only the contents of the SOAP
Body element and that CXF takes care of the SOAP Envelope/Header.

e Use PAYLOAD mode unless there is information in the SOAP Header that
the system needs to send, which CXF does not already handle.

Click OK.

Make sure the check box next to Message Logging Enabled is not selected
to prevent the large logs messages.

Select SOAPACTION for Cloverleaf TrxID Determination.
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Click File > Save As.
The Save window opens.

Save the configuration file in the folder C:\gehc-it\ccg\quovadx\cis6.0\
integrator\hl7_soap_singreq\javadriver\hl7_adt_soap_singreq\ as
CCG-CAAWS-config.xml. The javadriver will look for the configuration xml
in this location .

NOTE:
If using a different name, remember to change the name configured in the
threads that communicate with CAA-WS. See the next section, “Configuring
XML in the hl7_soap_singreq Site”.

Configuring XML in the hl7_soap_singreq Site

1
2.
3.
4

2076576-008A

Open Cloverleaf IDE.

Make sure you are at the hl7_soap_singreq or hl7_soap_multreq site.
Click on one of the java threads that communicate with CAA-WS.

At the Properties tab, click the Properties button.

The Java Driver Protocol Properties window opens.

ﬁjava Driver Protocol Properties

Methods

Class: |oc|m.ininr cloverleaf gidws WSClient Browse... I

| Name Argument I Refresh

I doinit |
¥ dostart [CCG-CAAWS-Config.xml
|
|
|
|
|

I dostop

[ HoTimeEvent
[ dottsg
[ domotify
I isteOk

Message Queues

[~ Enable message queues

Erva I I Use advanced scheduling

I Sleep seconds efter JVM starts

I~ Skip J¥M shutdown hooks when the thread exits

|gi{|gance|[

Make sure the doStart method is selected and type the name of the
configuration xml file in the Argument field.

Select Skip JVM shutdown hooks when the thread exits.
Click OK.
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Adding an HTTP Conduit to the Configuration File

If the Web Service requires SSL (for example, if it is an https connection), then you need
to configure HTTP-conduit in the xml configuration file. An HTTP Conduit is created
with the helper dialog.

1.
2.

5.

24

Open the WS Configurator tool and open the CCG-CAAWS-config.xml file.
Click Client > New HTTP Conduit.
The Add HTTP Conduit window opens.

—i

An HTTP Conouit ‘name” field is used 1o match 2gains! he vanous chents That may existin your config
g Hefe 3ré SOME examples
™ MIp-CONOUT Mmalches all Cllents

“In ‘rrample comiHelloWorlgSeraceP o hEp-conduil matches against a SOAP or REST dient

&) Add HTTP Conduit &

$ing hal porl. Just copy the name in Brem T oo you want 16 configuie
WebChent hap-Condut Malches all Raw dients
« g Hsomesefeer B0B0/SOMRatn™ matches all chents Mat voke s un of SOME SudSEN of thal patn
Enter he value you want 1o use here. R can always be changed laler
Name*: |* hEp-condult

In the Name field, type the Portname.
The portname from the SOAP Client tab can be used.

NOTE:
The portname should end with .http-conduit.

Click OK.

The Add HTTP Conduit window closes and a new tab for http conduit is added
in the Logical View and Physical View.

Mama. ropunoay wran

Comht |, GNP ALy 115 wecared

S S PY B Tt |

Drsatie Camenen Mame Check: fabe |+

S5 ot Timeout
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Use the information in the following table to complete the fields on the window.
HTTP Conduit

Field Value
TLS Secured

Select the check box.

Secure Socket Protocol

Select TLSv1.

Disable Common Name Check

Select False.
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HTTP Conduit (cont'd.)

Field Value
SSL Cache Timeout Leave blank.
Key Password Enter the Certificate Password.

Keystore File, Password, Type | Enter the information in each field, appropriate for
your system.

See “Creating an SSL Security Certificate” on page
17 for values for keystore fields.

Truststore File Enter the information appropriate for your system.

See “Creating an SSL Security Certificate” on page
17 for values for truststore fields.

NOTE:
Leave all of the fields in the Client Settings field blank.

NOTE:
If the Keystore is stored in the exec/process/[SiteName] directory, then
the entire path to the certificate is not required in the Keystore File and
Truststore File fields.

6. Select File > Save.

Open the XML configuration file in a text editor and ensure that the http conduit
section was added.

The HTTP Conduit can apply its settings to one or more Clients, or only to specific
URLs within a single Client.

The HTTP Conduit has children, such as Client, which configure TLS for those same
matched requests.

Review the Help section for a list of all Client properties.

—_— — - — — _-;:-;‘j 'ﬂ‘ s
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Importing an XML Schema into Cloverleaf

Before the CCG is able to send or receive an XML message, such as the SOAP
messages used by an MPI web service, Cloverleaf requires a schema document that
describes the format of the XML message.

2076576-008A MUSE™ Cardiology Information System 25



Connecting the MUSE System to a Master-Patient Index Server (MPI)

Creating an XML Package in Cloverleaf

NOTE:
If using the XML package folder MPI_Schema shipped with the hl7_soap_multreq/
hl7_soap_singreq then this section can be skipped. The MPI_Schema shipped
with the template is for reference. It can be backed up with a different name and
the following steps can be used to create a new XML Package MPI_Schema.

Use the following procedure to create an XML package in Cloverleaf.

1. Onthe CCG server, start the Cloverleaf IDE.

2. Onthe Tools pane, on the left side of the screen, click Configuration to expand
the Configuration tool bar.

3. Click the XML icon Wsﬁ
The CLOVERLEAF(R) Integration Services: XML Package Manager window

RLEAF{R) Inkegration Services: XML Package = |
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Sita Managsr = mmmmmwl
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# ) NCPDF Tekcom
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4. Onthe Server Package Viewer pane, highlight and right-click on the xml folder.
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5.  Select New Package/Folder.
The Create a New Folder window opens.

¥ Create New Folder R B3
hewy Folder Name: ]
Folder Type: I:(ML :I
~Options

Yersion; I '] T§PE; I 'I
| OK I Cancel |

6. In the New Folder Name field, enter MPI_Schema.

7. Inthe Folder Type: field, verify that XML is selected.
If XML is not selected, use the drop-down list to select it.
Click OK.

To view the MPI_Schema xml folder, you may need to expand the Host Server >
xml folders.

9 CLOVERLLEAF(R) Integration Services: XML Package Manasger

Tocks K ||Ste Manager % || SAL xML Package Manager
-
] 9 # Cer Fie Viswer | 4] server Puckags Wiewer
Confizuration SANT pmep B2 Wy Computer "5 A rost Sarver
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i ] ¥LT Configuratiorss

lole @ 8
4=

fosdl WP sl som SAME D

Generating XSD Files

Use the following procedures and information to generate XSD files.
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Why Generate XSD Files?

When you access a web service from the system, use the WSDL that describes the
web service the system is attempting to access. This creates an XSD file that describes
the messages you want to send back and forth.

You can compile the XSD file in a system XML package for creating transformations
between the SOAP messages sent to and from the web service, and whatever target
message format you use internally to process the request.

The XSD WSDL tool reads the WSDL, generates the XSD files for input and output
messages to the service, and compiles the newly-generated XSD files.

Before You Run the XSD WSDL Tool

The following tasks must be completed before running the XSD WSDL tool to generate
and compile XSD files:

e Both the system and CAA-WS must be installed properly.

e There must be an XML package directory.
See “Importing an XML Schema into Cloverleaf” on page 25.

e A command window must be open to the following directory:
CCG_INSTALL_DIR\quovadx\cis6.0\integrator\CAA\ws\tool\xsdWsdIToolClient.

¢ |n the command window, run setroot.

e Inthe command window, run setsite hl7_soap_singreq or hl7_soap_multreq.

Running the XSD WSDL Tool

28

Use the following procedure to run the XSD WSDL tool to generate and compile XSD
files.

1. After setting the root and the site as referenced in “Before You Run the XSD
WSDL Tool” on page 28, in the command window run the following batch file
command to start the tool: xsdWsdIToolClientGUI.bat.

The interface opens and all entries are blank with the WSDL URI field selected.
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. L L T e L R T )
ol G fna b 3 agn e e et IS S 4 e

N
et s ——

2. Enter the URI to the WSDL you want to use.
3. Select one of the following check boxes:

» Show fully qualified names
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The names from the WSDL that have a namespace associated with them are
printed with the namespace prefixed before the name.

e Print WSDL contents after loading
Prints the WSDL text contents after loading.

Click Load WSDL.
The program attempts to read the WSDL from the location specified.
e [fit cannot find the WSDL, an error prints in the Results section.

e [fit finds the WSDL and can parse it, the Service drop-down field populates
with the list of services in the WSDL.

Select the appropriate Service from the list.
NOTE:
If there is only one choice in the drop-down list, it is automatically selected.
The Port list populates.
Select the appropriate Port.

The Binding and PortType fields display the name of the Binding and PortType
associated with the chosen port from the WSDL.

Select the Operation to invoke it.

The Input Message and Output Message are populated with the names of the
messages for this operation.
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Select the Target XML Package.

This is the XML package in your site where you want to generate and compile
the XSDs.

Enter the Target XSD Filename.

The Full Input Filename and Full Output Filename fields display the full path
names of the resulting XSD files that are generated.

Click Generate and Compile Target XSDs.

This takes the selected settings, pulls the relevant information from the WSDL,
and creates two XSD files: Input and Output.
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These files have SOAP envelopes around the content chosen so transformations
in the system can generate the entire SOAP envelope to send to a web service
and parse the response SOAP envelope.

The system compiles the XSDs into OCM files, which are what the system uses
directly to allow translation in the given XML structure.

* |f the generation or compilation fail, an exception message displays a
description of the problem.

e |f the generation and compilation succeed, the result looks similar to the
following screen, confirming that the XSD generation and compilation were
successful.

NOTE:
The .OCM files and the .XSD files are generated by the tool at the following
location: <C:\gehc-it\ccg\quovadx\cis6.0\integrator\hl7_soap_singreq\
formats\xmI\MPI_Schema>
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Creating a Request Translation File
NOTE:

30

It has been observed that Clover Leaf XLATE doesn't always work with customer
provided XSD. TPS translation will be required if this does not work.

The mapping of HL7 and XML fields is dependent upon the customer site. This
procedure is a general guideline describing how to create a request translation file.
The ITPS team may need to be involved in creating a request translation file to
properly map the fields.

1.
2.

3.

On the CCG server, start the Cloverleaf IDE.

On the Tools pane, click Configuration to expand the Configuration tool bar.

Click the Translation Configurator icon@.

The CLOVERLEAF®Integration Services: Translation Configurator window
opens.
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4. Press Ctrl +N to create a new translation file.

The Choose File Formats window opens.

® Choose File Formats
rInput Record Format
Format |
Version: |94B __'_J Variant: I :J
Message: I ﬂ
Qutput Record Format
Format. |EDIFACT [
Wersion: |94B LI Variant: I LI
Message: I _VJ
[ Insert an existing XLT I _I
oK I Cancel |

5. Select the following for Input Record Format:
e fFormat=HL7
e Version =2.4
e Message = QRY_QO01
6.  Select the following for the Output Record Format:
e Format = XML
* Package = MPI_Schema
e XML = [name of the XML schema]
e Root = [name of SOAP Envelope entity]
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The completed dialog box should look similar to the following screen:

) Choose File Formats
“Input Record Formeat
Format: [HL7 =]
Version: |24 | warisnt: | =]
Message: [ORY_G01 =]
~Outpart Record Fosmat
Format, |l =l
Package: f-APi_Schema ;l
Rosot: ]smpenv.Emlelnpe ﬂ
Cancel |
7.
CLOVERLEAF(R] -m_il
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8. Map the HL7 fields to the appropriate XML fields.

For example, map the QRD - Who Subject Filter - ID Number (which is the
Patient ID) to the request field that is to contain the Patient ID number). Work
with the ITPS team to complete this step.

9.  The XML message requires you to define a number of constants.

As a minimum, you need to define the xml version, xml encoding and soap
envelope namespace (xmins) fields. Work with the ITPS team to complete this
step.

Constants are entered by preceding the constant value with an equals sign (=).
For example, use the following values or XML version and encoding:

e \ersion =1.0.

e Encoding =UTF-8.
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You may obtain the constants needed for the soapenv:Envelope xmins fields
from the XXXXRequest.xml file.

10.  After the appropriate fields (including the soapenv:Envelope fields) are mapped,
save the file as Q0I1_to_XXXXRequest.xlt.

Creating a Response Translation File

The mapping of HL7 and XML fields is dependent upon the customer site. This
procedure is a general guideline of how to create a response translation file. The

ITPS team may need to assist in creating a response translation file to properly map
the fields.

1. On the CCG server, start the Cloverleaf IDE.

2. Onthe Tools pane, click Configuration to expand the Configuration tool bar.

3. Click the Translation Configurator icon F‘_?u

The CLOVERLEAF® Integration Services: Translation Configurator window
opens.

4. Press Ctrl + N to create a new translation file.

The Choose File Formats window opens.

"% Choose File Formats [ x|

—Input Record Formsat -

Format: [xdL =l

Package: MPI_Schems =]

Hml: ]GetPatia‘ltRespﬂnse l] Rt |su:>apenv.Envelu:rpe ;I

Output Record Format

Format: [HL7 -]

Version; |22 | variant |muse_B_22 =]
Messape: D) =]

I Inzert an existing XLT | I

QK I Cancel

5. Tocreate an Input Record Format select the following values for each field:
e format = XML
* Package = MPI_Schema
e XML = [name of XML schema]
e Root = [name of SOAP Envelope entity]
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Select the following for the Output Record Format.
e format=HL7

e Version =22

e Variant = muse_IB_22

e Message = ADT_A19

Click OK.

Map the XML fields to the appropriate HL7 fields.

This step is customer-specific and varies from customer to customer. Work with
the ITPS team to complete this step.

As a minimum, the following ADT_A19 fields must be mapped:

e AA mapped to MSA.#1 (Acknowledgement code)

 Patient ID to PID.#3 (Internal ID)

e Visit number (or PID if visit number is not available) to PV1 (Visit Number)

NOTE:
Where there is a patient found error, the translation logic building the
ADT_A19 message should leave the PID blank so that the hl7_soap_singreq
site's restore A19SitelD.tcl script can apply the proper MSA error coding.

When all of the required fields are mapped, save the file as
XXXXResponse_to_A19.xlt.

Configuring Cloverleaf Translation Routes

Use the following procedure to configure the Cloverleaf translation routes.

1.
2.

3.

34

On the CCG server, start the Cloverleaf IDE.
On the Tools pane, click Configuration to expand the Configuration tool bar.

Select the Network Configurator icon 5
The Netconfig tab opens.
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4. Right-click on the hl7_adtquery thread and select Thread Properties.
The Thread Configuration — hl7_adtquery window opens.

® Thread Configuration - hi7_adtquery

Threadl Inbound ] Outbound  Route Messages 1 Route Replies

=] Messages Detail Propetties
-] ery_ao
B < 5= soap_adt
" Raw roperties
* Xate Propetties... |
" Generate Iropertie

Ok I Cancel |

Select the Route Messages tab.

In the QRY_QO1 route folder, select soap_adtquery.

Double-click on the QRY_QO01 folder and highlight soap_adtquery.
Select Xlate and click Properties.

o N o U

The Xlate Route Details window opens.

(ﬁ.-xlate Route Details m

~Properties -

Destination: Isnap_adtquer\,r List...

Pre Procs: I Ediit... |

Klate: |QD‘1 _to_mpi_exampleRequest xit

Post Procs: | Edt... |

[ Read-only

Ok Cancel |

9.  Next to the Xlate: field, click the List button.

10. Select the Q01_to_XXXXRequest.xlt file and click Apply.

11. Click OK.

12. Click OK to close the Thread Configuration window.
If a Create Directory window opens, click Yes.

13.  Right-click on the soap_adtquery thread and select Thread Properties.
The Thread Configuration window opens.

14.  Select the Route Replies tab.

15. Select Xlate and click Properties.
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16.
17.
18.
19.

20.
21.
22.

23.

Next to the Destination field, click the List button.
Select hl7_adtquery from the list.

Next to the Xlate field, click the List button.

Select the XXXXResponse_to_A19.xlt file.

The Xlate Route Details window opens.

Click OK.

Click OK to close the Thread Configuration window.
Press Ctrl +S to save the NetConfig.

Save the current CCG view by selecting View >Save Views.

Connecting the MUSE Site to the hl7_soap_singreq Site

Use the following procedure to change Cloverleaf sites and connect the MUSE site
to the hl7_soap_singreq site.

36

1.

2.

On the CLOVERLEAF(R)... window, select Server > Change.
If a warning message is displayed, click Yes.
The CLOVERLEAFIR) Integration Services window opens.
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Select the muse_prod site and click Apply.
The Netconfig tab opens with a standard MUSE site displayed in the window.
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3. Toconnect the MUSE ADT Query feature to the MUSE prod site’s muse_adtquery
thread, as if the MUSE system were interacting with a HIS, follow the instructions
in the MUSE Cardiology Information System Installation Guide.
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4. Configure the properties of muse_adtquery to change Encoding to binary for
all countries which use special characters like Germany, Sweden, Denmark

and so on.
The default value is UTF-8.

£ i

his_adtquery muse_adtquery

———————————
I T
lprorocoLpdicr || INBGRRSI
E | =
s |
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5. In place of a HIS, attach the muse_prod site’s his_adtquery to the
hl7_soap_singreq site.

To attach the sites, set the his_adtquery thread’s protocol properties Host to
local host and Port to 9100 as shown in the following screen:

@.-PDL TCP/IP Protacol Praperties E3
PDL Options
PDL: |rmip_tep pdl List... |
~TCPAP Options
Type
(=" Cliert
" Server

" Mutti-Server  Configure... |

Host: flocalhost List...
Part: [3100 List..
Host Name or IP Address: | List...

J~issL Configure... |

rData Options

" Close atter write |~ Use DRIVERCTL cortrol

~Auto-Reconnect Options
¥ Auto-reconnect Reopen time: |5

r<Start-up procedures

| Edt...

’ ok | Cancel

6.  Click OK to close the PDL TCP/IP Protocol Properties window.
7. Select View >Save Views to save the present CCG view.

Confirming CAA-WS and Cloverleaf Configuration

Confirm that the Infor Cloverleaf ®Integration Services 6.0 service is running.

1. Onthe CCG IDE Cloverleaf menu bar, change Cloverleaf sites by selecting Server
> Change.

If a warning is displayed, click Yes.
2. Select the hl7_soap_singreq server and click Apply.
3. Onthe Tools menu, select Runtime to expand the Runtime tool bar.
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4. Click the Network Monitor icon .
The Network Monitor tab opens.

5. Right-click on the button with the name of your process and select Control >
Startup to start the process.

In the following sample screen, it is the hl7_soap_singreq button.

¥ CLOVIRLFAF(R) Integration Services: Retwark Moniter - dilt.mve 100

Tous "I“JT - ]‘m gwwll —

gl | e o |
) Ment Configursterns
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i
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5 ) el Sorts
# _J WAL Condgurstions
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Conmguraion I

w7 st v 550 (D

6.  Confirm that the processes and threads displayed change from red to green,
and that the threads display the status of either Opening or Up.

7. Right-click again on the green hl7_soap_singreq button and select Control >
Full.

The Process 'hl7_soap’ Cont... window opens.

@ Process 'hi7_soap’ Cont ﬁl
start stop

hold release

reload purge caches

watch output brovwse output
_EQconfig reindex
cycle output status

Done |

8.  Click EO config to change the Cloverleaf process logging level.
The EO Config window opens.
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9.  Click List....
A dialog box opens.

10. Select enable_all_info and click Apply.
The EO Alias window opens.

x

disable_all
enable_all

enable_all_info

enable_all_info_1
enable_all_info_2
enable_all_info_3

| Apply I Cancel

11. Select enable_all_info and click Apply.

The EO Config window opens.
12. Click OK to close the EO Config window.
13. Do not close the Full Control window.

Click the watch output button.

The Watch Log file for process adtquery window opens containing log
messages.

: E “top-olicnt: COMNECU GELOL

[pri :ache:INFO/0: adcquery cmd:ll/16/2009 15:06:21] Blocking select().

[pri :sche:INFO/0: advquery cmd:11/16/2009 15:06:21] Scheduler will slumher for (0 sec, 100000 usec)

[pti :ache: INFO/0: adtquery cmd:11l/16/2009 15:06:21] Scheduler will alumber for (0 sec, 6000 usec)

[pri :sche:INFO/0: adtquery cmd: L1/16/2008 15:06:21] Schedular will slumber for (0 2ec, 6000 usec)

[pdl :PDL :INFO/0: his_adtquecy:ll/16/2008 15:06:21] tcp-client: connect ertor (WSAEALREADY)

[pti :ache:INFO/0: adtquery cmd:11/16/2009 15:06:21] Blocking select{).

[pri :ache:INFO/0: adequery emd:l1/16/2009 15:06:21] Scheduler will slumber for (0 =ec, 100000 usac)

[pti :ache:INFO/0: adtquery_cmd:11/16/2009 15:06:21] Scheduler will slumher for (0 sec, 7000 usec)

[pdl :PDL :INFO/0: hia adtquery:ll/16/2009 15:06:21] top-client: connect error (WSAEALREADY)

[pri :sche:INFO/0: advquery cmd:11/16/2009 15:06:21] Blocking selece().

[pti :sche:INFO/0: sdtquecy_cmd:L1/16/2009 15:08:21] Scheduler will slusber for (0 sec, 100000 usec)

[pri :ache:INFO/0: advquery cmd:l1/16/200% 15:06:21] Scheduler will slumher for (0 sec, 6000 usec)

(pdl :POL :INFO/0: his sdequery:11/16/2009 15:06:21] tcp-client: connect scror (WSAEALREADY)

(pti :sche:INFO/0: adtquery_cmd:11/16/2009 15:08:21] Blocking selecti).

[pri :sche:INFO/0: adtquery cad:11/16/2009 15:06:21] Scheduler will slumber for (0 s&c, 100000 usec)

[pri :ache:INFO/0: sdtquery cmd:11/16/2002 15:06:21] Scheduler will slumber for (0 sec, 6000 usec)

[pdl :PDL :INFO/0: his_adtquery:ll/16/2008 15:06:21] tcp-client: comnect error (WSAEALREADY)

[pti :sche:INFO/0: adtquery _cmd:11/16/200% 15:06:21) Blockinglpelect{).

[pti :ache:INFO/0: adtquery cad:11/16/2009 15:08:21] Scheduler will slumber for (0 sec, 100000 usec)

[(prl :ache: INFO/0: aduquery_cmd:11/16/2009 15:06:21] Scheduler will alumber for (0 sec, 6000 usec)

(pdl :PDL :INFO/0: his adequery:11/16/2009 15:06:21] vep-cliene: cormecr error (WSAEALREADY)

[pti :ache:INFO/0: advtquery cmd:11/16/2009 15:06:21] Blocking select{).

[pti :sche:THFO/0: adtquery cmd:11/16/2009 15:06:21] Scheduler will slumber for (0 sec, 100000 usec) j
I

ET|

Co=]

If there is a problem with the testing, view this log to troubleshoot the issue.
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14.

15.

16.
17.

18.

19.
20.
21.

22.
23.

24.
25.

26.

27.

On the MUSE CCG CD, locate the HL7TestTool.zip file and extract the contents of
the zip file into your temporary directory.

The result should be an HL7TestTool directory containing HL7 test tool files.

On the MUSE CCG CD, locate the QRY_QO01.hl7 file and copy the file to your My
Documents directory.

Navigate to the HL7TestTool\bin directory.
Locate and edit the launchpad.bat file.

Edit the file by adding the JVM path of the CCG (c:\gehc-it\_jvm\bin\) to the
java command.

Save the launchpad.bat file.
Open an Explorer window.

Navigate and open the folder that contains the launchpad.bat file.
Double-click the launchpad.bat file.

The HL7 Test Tool.... window opens.

1% LT Test Tool 1 Test 10 20091 105105046213

file Aol

W7 Sondwr | LT Recever | Performance Sender | Message [aiter | Upload Files | HL7 Formatter Valstation
Dty betwoen each message: 1000

Trernoto systom hostransr:

[earmtn mystom port mmber:

M numbor of mossages

Encoding: MLLP -

Log messages :

Rarstorsare for every messag—

Setect IL7 messages:

Furosh Table

Sebict Files Dsletis Files. Start Test

Stop All Tests Closa Appic ation Help

Select the Message Editor tab.

In the Remote System hostname field, enter the computer name of the CCG
Server.

In the Port Number field, enter 9100.

Click Select HL7 File, select the QRY_QO01.hl7 file that is in your My Documents
folder, and click Open.

Click Send.

If the HL7Test tool is issuing a connection error, you may have already activated

the muse_adtquery thread in the Cloverleaf muse_prod site . Complete the
following steps:

1. Shut down the muse_adtquery thread.
2. Return to the hl7_soap_singreq site.

3. Select Network Monitor.

4. Reopen the watch output window.

On the Cloverleaf menu bar of the Cloverleaf IDE, change sites by selecting
Server >change.
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30.

31.

32.

33.

34.

35.

36.
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Select the muse site.

Click on the Network Monitor icon @

The CLOVERLEAF(R) Integrarion Services: Network Monitor... window opens.
Ensure that the muse_adtquery thread is not running by confirming that it is red.
If the thread is running, stop the thread:

1. Right-click on the adtquery button.

2. Select Control > Shutdown.

Confirm that an A19 message with expected data is displayed in the response
window.

This is a version 2.2 HL7 message.
If that message is not displayed do the following steps:
1. Examine the Cloverleaf log window for error messages.

2. Correct the errors before continuing with this procedure.

On the Cloverleaf menu bar, change Cloverleaf sites by selecting Server >
Change.

If a warning window opens, select Yes.
Select the muse_prod site and click Apply.

=
Click the Network Monitor icon @
The CLOVERLEAF(R) Integration Services: Network Monitor... window opens.

]
Site B e
e o 08,001}
e = ™
[ [PE— msren] o et =

o | ot |1 D

Start the adtquery process:
a.  Right-click on the adtquery process button.
b.  Select Control >Startup.

Confirm that the adtquery processes and thread turn from red to green, and
that the threads display a status of either Opening or Up.
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37. Inthe HL7 Test tool, make sure that the Message Editor tab is selected.

a.  Inthe Remote System hostname, enter the computer name of the CCG
Server.
b.  Inthe Port Number field, enter the port the muse_adtquery uses (the

default is 9005).
38. Click Select HL7 File.
39. Select the QRY_QO01.hI7 file in your My Documents folder, and click Open.

40. Click Send.
41.  Confirm that an A19 message displays the expected data in the response
window.

The message should be a version 2.4 HL7 message.

Finalizing the Configuration

Use the following procedure to finalize the configuration.

1.  Follow the instructions in the MUSE Cardiology Information System Installation
Guide to configure CCG Autostart.

Remember to add the hl7_soap_singreq site to the autostart script.

2. Addthe hl7_soap_singreq site to the SmatCycle.

Performing Cleanup

Once the system is operating smoothly, you may archive or delete the temporary
files you created.
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Troubleshooting

Use this section to resolve common problems you may encounter during the
configuration of the CCG MPI server. If your problem is not listed in the following table,
contact the ITPS team or the online center.

Common Problems

Following is a list of common problems and their solutions.
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Symptom

Probable Cause

Solution

No response, and the log
for the process displays an
error message similar to the
following:

[xpm :xIt :WARN/
O:adtquery_soaper_xlate:06/|
04/2009 14:35:18] Message
encode warnings: Error
generated during parsing. -
Not enough elements to
match content model :
‘lsoap:Header,soap:Body)’
for element 'soap:Envelope’
- Line 1, Col 367

There are XML fields that
are not being defined in the
QO1_to_XXXXRequest.xlt
translation file.

Review the translation file
for missing constants or
mappings.

Site processes do not start.

Use the following procedure
to reset Cloverleaf.

1.

Switch to the site which
has this problem using
the Server > Change
option in the QDX IDE.

On the Runtime tab,
click the Shell window
to open up a command
prompt window.

Enter the following
commands to stop the
Monitor Daemon and
reinitialize the database:
hcienginestop -p
process_name
hcisitectl -K

hcidbinit -AC

Use the following
commands to restart
the hcimonitor and the
Lock Manager:
hcisitect! -S
hcienginerun -p
process_name

MUSE™ Cardiology Information System
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Symptom

Probable Cause

Solution

No response, and the log
for the process displays

an error message similar
to: restoreMuseA19SitelD:
Invalid Patient ID...Squelch
Response... Check the error
database

The error message indicates
the ADT~A19 message does
not contain a patient 1D
number that matches the
original request. This may be
a PID mapping issue.

Monitor/Process does not
start after a system crash.

Use the following procedure
to fix Cloverleaf:

1

Change to the site that
has this problem using
the Server > change
option in the QDX IDE.

In the Runtime tab, click
on the Shell window to
open up a command
prompt window.

Enter the following
command to stop the
Monitor Daemon:
hcisitectl -K.

Change the directory
to the exec folder
and delete the
shared memory file
monitorShmemfile.

Use the following
command to restart
the hcimonitor and the
Lock Manager
hcisitect! -S

MUSE™ Cardiology Information System
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Opening the WS Configurator Interface

Use the following procedure to open the interface.

1.  To open the interface, double-click the jar file from a file browser or run
java -jar WSConfigurator.jar from the command line. This is found at
integrator/CAA/ws/tools/WSConfigurator.jar.

The program picks the default directory in which to read and save files by
looking at your environment variables and choosing the file that is present as
the default:

 $HCISITEDIR
o $CL_INSTALL_DIR

If neither of these files are present, the program looks for the home directory.

2. Inthe Logical View , open an existing configuration file (File > Open), or start a
new configuration file.
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Creating a New Client Configuration File

Start a new client configuration by adding Client logical objects.

1.
2.

3.

Open the WebServices (WS) Configuator.
Select the Client tab.

A menu is displayed.

|£) WS Configurator
fe | Client| Server
"Log New SOAP Client
" | Mew REST Client
New Raw Client

New HTTP Conduit
New Bus

i

Use the menu to select the appropriate Client objects for your system.

Creating a New Server Configuration File

Start a new server configuration by adding new server objects.

1.
2.

50

Open the WS Configuator.
Select the Server tab.

A menu is displayed.

-
|41 WS Configurator

fde Chent | Server|

Logical Vie{ New SOAP Server |

| NewREST Server
]Hewmsomr

New Engine
New Bus

Use the menu to select the appropriate Server objects for your system.
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After adding client and server objects, the Logical View looks similar to the following

screen:
[ WS Contigurator i il [ )

| Logical View | Prysical View |

REST Provider (Wl s 8 5T) o

y ¥ ¥ AbySOsPOnapatcn |
€ e | WSO LOCaBOA™: nep ipoap smazse comcheman FAmazonie sEeraces wad
Tngme (3080) | Sorvice e [rap racap amazon compAmazenSemchsarace

W - moe s gy =
R ST Chont {UyE $TDmspatch 1)
|| soar

NI ST Choat (AyRE STwpatcal)

| PortMame®: [na rusap smasen comAmatinSe WP
| Sernceltode ® Papcad O Message
Adrn: g + ¥

| [ ws astrevaing Enatied

[ Bheaaage Logging [natied

h Cverieat Tradt Determnsteon: | 1%
I Cloverieat Trass Vatoe: |
Cloveriesd Aftac hment Dvec tory

Chmstoad Copy Deiwes Contrct | | =]
Schoma Vedation (nabies:| 1:

The Physical View looks similar to the following screen:
i . aa =0 0

e Comt Sorver
Logeat view | Pryscal View |

= 1) Proparses
D) snpient mEST UFIIREST) e | ]
1) gt [P U encirn) e WS paen
= i (£0m s e st Sy B SELITI L aay
i POOTINTA___ 0p FRE MMALIA SO OATA MNP
Dwgea B RaazetiIma s riaag smasi cnmidmans
¥ Chmgne Bheacelasoe  PATLOAD 1
t CInanaen PRITLICINON TR M50 ITACHN COTVECPAMBLIA TSR e DEerAce @13
=] e Ty B hander

=1
T3 Saan o efor ovare st Gt Aar3urs FawHan e
v Doescary
Dme

D sean umEsTOOEARY
D) et
D B Gty
Do
[} sty RETTORi gty
Dot
The o 3 SOAP cient bean. It coafigares 3 SOAP Che B Coauncton Wi the chesr” nivde wWhowe Rame aguals 3o beas's portXame
Thet SOAP cient o 8 PAYLOAD made whah meass € expects oely the costeens of the SOAP Body from Cloveriesf, and thar's &5 ¢ will rerars 33 well

Physical View Panels
Panel Description
Left panel A tree view displaying he structure of the XML document that you are
building.
Right panel The properties of any element that is selected on the left panel.
Bottom panel Context-sensitive help that displays help for the last time selected on
either side panel.
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After you save the configuration file, the name is displayed in the root node of the

Physical View.

| L WS Comtapanntin
|itu_{-h;_|o~u
|| i e | Py e

il — A S

B e

A
__.Il
|

sy N
[ snapowe s 01 s wem sy e -
[ st e ey
L= ]
[ywmeme
e
=]
LS e e

[ met
[ e ity
[} e
[ roon mnma s TCaspmn
[

L e L = |

NOTE:

From this point on, you can open the configuration file and continue editing it
using either view, or you can toggle between the two views at any time.

Editing a File

If the Client is deployed to another device, the WSDL must be available at the same
absolute path or it needs to be a relative path. Relative paths begin from the Java

Driver thread’s working directory.

For example, when the site has the working directory listed as WS under the site:
 |f the WSDL is in that directory, set p:wsdlLocation to the filename of the WSDL.

 Ifitisin a subdirectory (for example wsdls), set the location to a relative path (for

example wsdls/myWsdl.wsdl).

When the site is deployed on another server, it uses the relative path within the site
instead of an absolute path that might not exist on that device.

NOTE:

This is not a problem for WSDLs at an HTTP URL, assuming the same URL is

available from both devices.

To edit the existing configuration XML from the hl7_soap_singreq site,
open the xml file from the path C:\gehc-it\ccg\quovadx\cis6.0\integrator\
hl7_soap_singreq\javadriver\hl7_adt_soap_singreq\using the WS Configurator.

Using the Logical and Physical View

There are two views that you can use to set up a configuration. The difference
between the Physical View and Logical View highlights the complexity of the XML

52

structure in the configuration file.
e Logical View

The properties of the Client are displayed on the right pane. Use this view to enter

or select the properties.

You do not need knowledge of the actual XML elements to set up a configuration

using this view.
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Hovering over a property opens a tooltip explaining the property
easier view with which to work.

" W joptonal f oafy one ORI LT AP E R
WIOL Locaton”. rep /i bmuron rom i Pe it D AmAT I A Y Teac ) a1 3

Servce Rame'. mar moag pmACo CRm AT e WoR Sarace l
Port Bame™. ~mp moap FTACSA CEm AT AT WPP T

Servae lote 8 Paywad L

Adtrren

WL Addreinmg | sateed

| Mevnage | goeg | nateed
Chovnrieat Trast Dutermenaton |
Chovarisat T Vs

Chovarieat Anac st (W o< tory

Clowrinal oy Dwiwes Contrat [ :'.
Lohema Vabteton [nated ¥

[FITI TS gy

e Physical View

Support Material

. This provides an

This view provides detailed descriptions of the XML elements and their meaning,
and displays what you can expect from the equivalent XML and the operations that

you can perform in that view.
Use this view as a learning tool to display how the actions taken
View translate into the actual XML structure.

r r —n -
L& WS Configurator oo i & S q-m.-—-lmum.m--.‘H
il. Chant  Sarver
| Logacel View | Physical View
t CMCHFContguratond ami |1 Proparies
[ tean ys0apOagaten; ] ! v
I Dlﬂ"“! [l

e

‘rep resap amacen comamaionte |

Thae v T Posg Emaon comAmonTe s FP o

w2 beam whose pportName equals e

on the Logical

In this example, two elements were created (XML elements from the XML file the WS

Configurator generates):
e bean

e jaxws client

NOTE:
Some elements have properties that are displayed in the righ

t panel when that

element is selected on the tree. These properties are attributes in the XML

file the WS Configurator generates.
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Creating and Deleting Elements

The right-click menu is where you delete an element and add child elements.
Right-clicking a Client element displays its available choices.

[se Chent Server
Logecal View | Physicel View |

¥ [ WO consgurason | el ; Properies
[ sesn pysoapupanny || nams | kot |
[ ar= e T PP MatAnSAL BOSOTAN S PIN |
ﬁhlﬁ_] L el P Pueap amacon comAmaenSeachPol |
| | |

Tho jauws #9098 ey 3 SOAP clent m conpamcnon weh 3 beam whose ppertName oquis B

Selecting features creates an empty features element, as displayed in the following
screen:

— — = I s
WS ot —
oo Chent Server ==
| Logel View | Phywical View |
¥ O WOF consiguratan | el : Properies
[} esn payOaPDepanc) R i
+ C et I
D il

\.';anmuhumn_m'muw r

At the bottom of the window, the context-sensitive help displays the features available
for this type of Client.

The SOAP Client supports WS-Addressing, which sends WS-Addressing headers having
appropriate values based on the WSDL and the message being sent, as well as a
logging feature that logs inbound and outbound messages.

1. To add features, select the features element.

2. Right-click the items you want to create.

WS o e e S —— =
e Cheat unm o
| Logcal View | Physical View |
¥ 3 WORF corbguratont emi : Progernes

[ saan paysoarons paten el vak

* 5 chent
* st
[) somesning

[ sl |

Thet feature easbies logpag on mbound cushound messaged for Bey cheat cely Eashie logpag oo the bus 1o set "
 for all cheat server matinces @ B flle.
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Using the Properties Child
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A properties child element can exist under Client elements. This has a array of entry
elements under it that change the behavior of the Client in a number of ways.

) WS Configurator 5" - ﬁW"[ | - ==

e oot Sarewe ‘I

Logest Vew Pl Veew

¥ D WeCar contgunmmen ) 1| Pregertes |
) maen s B0aPTE ey e B .
* Qoen | P — |
- O e L
L=
[ e

Vil valees for B bry @ 8 SOAP chewr e |

@ cloverieal wud - 10 speciy hew €'y pvagned 1 e rrapenss meviage

& cloverieal o vider - vale for S wud f Ceveresd wud 5 st e VALLE

@ conerieal snachmens e f prevess Sum mhound srachmenrs wd be vired bere metrad of st 31 basedd comient m
USERDATA

& errieal copy drnvrovatrel - e faie e copy DENERCTL Beem Clovmvinal rgurst sersage b e rrgemse mevsge

@ b Ao FRabind - T fae 1 rasble pohems Vakiiton apamet e WIDL

1 o enatind - e faise b Fnabie miom support

When you select the key property of the entry, the Help information at the bottom of
the window provides a list of suggested values:

¢ Cloverleaf
Values starting with cloverleaf- affect how the Client interacts with the system.

o CXF
Other values come from CXF and modify CXF behavior. The system only lists
currently known ones.
You can enter other values found in the CXF documentation or code, even though
the interface does not mention them.

¢ Known values
Entering one of the know values and clicking the value property displays the
context-sensitive help for that key.
In the following screen, the valid values are displayed to set for the cloverleaf-trxid
property in order to control the trxID from the message in the system.

WS Contgurator T B TR ERE i o Al e
1{. Chent  Sarver
Logucat View | Ppsscl Virw |

¥ 2 WO cordpuraton | e : Fropertes
) saan pays0arOupanny e ] e |
* Do Aoy T ‘M
- 03 teatns = 1 |
t Deropenes
0 ey

Poruble valor contents for key set b0 cloverieal ol we

® SOAPACTION - pets ruad 10 e SOAPACTION respomse value
» VALLE - wets trad oo specifind m folowmg cloveriealtrod-valr parasmcier ]
@ USERDATA - wrts rad 38 apecifind @ USERDATA wrd parsemter

@ NULL - sets traad t0 ™ (bask) u
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Creating a New SOAP Server

Use the following procedure to create a new SOAP Server (Provider).

56

1.

On the WS Configurator window, select Server > New SOAP Server.

1 &) WS Configurator

fde Chent | Server|

Logical Vie{ New SOAP Server |

= | New REST Server |
New Raw Server

New Engine
New Bus

The Add SOAP Server window opens:

I 484 SOMP Server ]

A BOAP Sarepr recenes SOAPMTTE (381 00 repdes weih 3 SOAF matiage The i 900 wteng & janes Enapord obiel shech
wiet 3 00F Provdes oboel bare we poe  Orlgunng Pur ey §eadpoed obeed] 1 balen fr T spgropriale mat § 090t

The wier should eiher Browse for 8 WEDL e o ioad or ender e WTTP UL of & WEDL Se On eher cove. Toe URY sebecied
WUET be svadable 1o Cloverieal of roniemg or Pup Sorver will [0 10 41000, P (00N LOSS WEDL" 10 process P WEDL s contents
AT et Top G § B St il B Pl d bl Tap el (B (LR B Biakid Tha o Srip St =i Bubs b
Bofaied Wi PO CORONE FOm e LEMCIRD LeMc TINE 8 0l 500 Of T L0 CROsc 08 € wall B0 MSSMaRC Ml LMD,
oftrearie T wier il choote

Ax 8 WEDK port airwady contama an addrers, B sddrein feld heve i provided 2 an ovemde I Cane e wier needs 0 have e
e biten on & Sferend s3dren 1 han pronded n he WEDL ¥ ie® blars, The WEDL prowded sSarens 11 uied

WAL Sebection
WL URe ) || Sowsa
| Aead Wil | (] Show ully qusified mammes

s [ o ]3]

Al oan: 1oy s aT Lt BOMOT AL et A

b Al ean
Service Mode: B PAVLOAD ) MESSAGE

d
:
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The help information at the top of the window explains the general flow.

In the WSDL URI field, enter the WSDL and any referenced XSD files within
the working directory for the Java driver thread (or a subdirectory of it) and
reference it with a relative path.

For example, a WSDL XDS.b_DocumentRegistry.wsdl is in the
WS/XDSb.Support.Materias.v10/wsdl directory, where WS is the working
directory.

|4 | Add SOAP Server — - —— — “
| ASOAP Server recenves SOAPMTTP calls and repies wim 3 SOAP mess3ge This is 0ONE USING 3 jarws Endpoint oBject whach
USEE 3 CF Provioes 00pRct HEre wi 3re CONBZUNANG T [Juws EASDOINE 0D{8CT 10 KEIRN Iof T JPEMODAIN MEtiIges
|
The user should eilher Browse for 2 WIOL Ble bo load of enter e HTTP URL of 2 W3DL Be (in either case. Bhe UR selected
MUST be avaiabie 10 Cloverieal 3t runlime of the Senver will L3 10 StaT). hen click “Load WSDL" to process e WSDL's
cONtRnts ALTIE DOINE e SHPACE CXOD SOWn will Dé DODULIIED 300 TM USH 30 ChOOEE 3 SRACE TN Porl Grop Sown will en
&4 populated with podt oplions from the selected serice. If hare is only one of hase choices, it will b sulomabcally selecled,

il othdrwise M user must chodse. |
A3 3 WEDL port alraddy CONLMNE 3N J0rESS, T J00/ESS BHMD A 5 DIOVIORS 35 3N OVEITIOR iN CIE4 TV USE NERCS 10 RV |
the serdce lislen on a dferent address than provided in the WSDL Wieft blank the WSOL provided address is used

WSDL Sodiction
WSDL URT™: 135 - ampleWENDES Supp: atenals v10WwsdODE &_DocumentRegisty wid | Browse..
Load WSDL | Show fully qualified names

Service™. | DocumentRegistry_Service | | Port | Documentitegistry_Port_Soapt2 i=

Address: hitp MOCHN0S SO0 TS erveripath
Published Endpoint URL:
Service Mode: & PAYLOAD ME SSAGE

If this service is deployed to another device and that same exact path does not
exist, the service cannot find the WSDL and fails to start.

Click Browse to locate the directory where WSDL is present.
Click the Load WSDL button to load the WSDL file.

The Service field is populated from the WSDL after it is loaded. If there is only
one entry, the interface automatically selects it.

The Port field is populated after selecting the Service. If there is only one port
using this service, it is auto-selected.

The Address field is for address overrides. You may leave this field blank.

Published Address is an optional field for populating the address in the
generated WSDL when a Client adds ?wsdl to the service address.

For example, a service resides on a device within a company’s

firewall named amagin42, but the outside world is routed into this

device using the DNS name cloud.amazing.com. If the service is at
http://amazing42/myservce, you can reach the WSDL within the network by
calling http://amazing42/myservice?wsd|. This generates a WSDL with the
service address as expected: http://amazing42/myservice.

This works for internal testing, but when the outside world calls it at
http://cllud.amazing.com/myservicce?wsdl, a public service address other
than http://amazing42/myservice needs to be returned or their Clients fail
without address overrides.
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In this case, enter http://cloud.amazing.com/myservice in the Published

Address field. The returned WSDL now has the correct service address to calling
users.

For Service Mode information, see step 7 in “Creating a New SOAP Client” on
page 21.

Using the Logical and Physical Views

The following information describes the Logical View and Physical View in the SOAP
Server.
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Logical View
The properties of this server are found on the right panel where you can enter or

select them from a drop-down list. Hovering over a property opens the tooltip that
explains the property.

| &) WS Configurator = [ R
e Chent  Server

Logical View | Phiysical View
SOAP Provider -

| M (optonaly
WIDL LOCABON™: Rig T M 3fvasaonoss Binderaborws s ampie WENDSS Suppon Watenaty v1

Servce Name®: Jurm ihe i 1385 200TDocumenSlegetry_Tatace

Endpoint Name™: fuen s @ 1245 J0OTID0CumentR epaty Pt $03017

Servce Mode:  Paylosd ) Message

Address: rap Mocahost B0 EnDIN

Pubinbed Endpomt URL:

" WS Asdresuing Enabied

¥ Message Logging Enatled )
Cloverteat Traid Determinagon: | SCAPACTION | v |
Cloveriest Tamecut
Chrenvieal Aftac meat D ectory.

Ciorerieal Log Exceptions: u: _-
Fault Stack Trace [nabled: ' "v
Excepton Message Cause Enabled: i_ j'_
Schema Vabdation [nstied: | |+

MTOM Enabled | L4

¢ Physical View

NOTE:

The following screen display what you could see from the equivalent
Physical View and the various operations performed on that view, with detail
descriptions of many of the XML elements and their meaning.

This difference between the Physical View and Logical View highlights the

complexity of the XML structure in the configuration file and why the Logical
View provides a better view.

Endpoint Element
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The Physical View has one endpoint element, unlike a Client, which has a paired
bean element.

&) WS Configurator L)
(e Chont Server
Logicat View | Paysical View |
* CIWCAF Comtipuratend ami : Properes.
¥ ) enapoin (5047]) name | ot
= w TE PRGN ST M DT
D) saeasing plen ! e pronaders S
0 PussiraEnapennn |
boieiii g a iy _FoA_Soap1l
T Dpresenes saracetisma furm e 81318 200T)D0cumwR e gy _Serace
ariny WEALDCaNN = w Sugpen
[} ety [

AW“WWIWAWH\HW
Thas Esdpont ia 3 SOAP Payioad Provider. A SOAP Payicad Provider will pass the oaly the consean of the SOAP Body 1 Cloverieaf,

e R R

Similar to the Client element, the Endpoint element can have features and properties
children, corresponding to the fields selected or set in the Logical View.

To see the context-sensitive help, which is a list of allowable keys:
1. Select an entry in the left panel, and in the Properties panel, click key.

2. Click value to see the allowable values for that key.

Similar to the Client, the cloverleaf- named items are specific to working with the
system, and the rest are CXF generic values.

1| WS Configurator = s ()
e Cheat Serve
Logical View | Physical View |
3 MyCOF confguration i : Propeimes
¥ [ encoont (S04P) name
¥ 2 teatres
D) soxressing e
D womna
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) vy
D) antny
D) ey

| Vald values for the key m 2 SOAP endpomt are

@ cloverleaf-trod - to specey how 'y 2sngnad to the request metwage

® cloverieal-umoout - bow loag 1o wat for a reiponie from Cloverieaf before timng ol

@ cloverleaf-log-exceptions - whether of not to log excepnons m the Endpome

& cloverieal-amchment-de - if present then inbound amachments wil be sored bere matead of sent 24 hasedd content i
USERDATA

® faukSackTraceEnabled - determanes of the stack wace of an exception is returned 1o the chent

® racep £ A of the fratSeackTraceEnabind settng sends diong the cause porhon of the stack
trace as well

® schema-valdaton-caabled - true Talse to cnable schema vabdabon aganst e WSDL

& mtom-srabiad - true false 1 ensbis mtom support

EE_ S ==
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View Trusted Certificates

View Certificates in the Trusted Root Certification
Authorities

Information is provided for using the Microsoft Management Console (mmc.exe) to
view the trusted certificates installed on your machine.

1.

© N o u»

2076576-008A

Click Start, in the Start Search, type mmc, and then press Enter.

The User Account Control window may open asking if you want allow changes,
click Yes.

Microsoft Management Console will open.

Click File > Add/Remove Snap-in.

The Add or Remove Snap-ins window opens.

In Available snap-ins, click Certificates, and then click Add >.
The Certificates snap-in window opens.

In This snap-in will always manage certificates for:, select Computer account,
and click Next.

The Select Computer window opens.

Select Local computer and click Finish.

If you have no more snap-ins to add to the console, click OK.
In the console tree, double-click Certificates.

Click the Trusted Root Certification Authorities store > Certificates to view all
the trusted root certificates on the machine.
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