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Publications Information

NOTE:
The information in this manual applies only to the following MobileLink product configurations:

MAC 2000 Resting ECG Analysis System:
Software version 1.1 or higher

MAC 800 Resting ECG Analysis System:
Software version 1.0.X and 2.0.X

Servers:

Silex Wi-Fi Bridge GEH-BR-4600

MUSE Systems Software Versions:

7.1.1 or higher

8.0.1 or higher

9.0 or higher

The information is provided for reference to support legacy systems with this MobileLink configuration.

MUSE, MAC, and MobileLink are trademarks owned by GE Medical Systems Information Technologies, Inc., a General Electric company,
going to market as GE Healthcare. All other marks are owned by their respective owners.

The document part number and revision are on each page of the document. The revision identifies the document’s update level. The revision
history of this document is summarized in the following table.

Revision Date Comment

A 8 August 2017 Initial release of GEH-BR-4600 Server only manual
B 6 November 2017 Updated to phase in Silex wireless module.

@ 24 May 2018 Update according to the service comments.

To access other GE Healthcare Diagnostic Cardiology documents, go to the Common Documentation Library (CDL), located at
www.gehealthcare.com/documents, and click Cardiology.

To access Original Equipment Manufacturer (OEM) documents, go to the device manufacturer's website.

NOTE:
All illustrations in this document are provided as examples only. Depending on system configuration, screens in the document may
differ from the screens on your system.

All patient names and data are fictitious. Any similarity to actual persons is coincidental.

If you require additional assistance, contact your GE Healthcare representative, or GE Healthcare support at one of the following numbers:
e North America: 1-800-558-7044

e Europe: +49 761 45 43 -0

e Asia: +86 21 3877 7888
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Service Manual Language Information

WARNING This service manual is available in English only.
(EN) ® |f a customer's service provider requires a language other than English, it is the customer's
responsibility to provide translation services.
® Do not attempt to service the equipment unless this service manual has been consulted
and is understood.
® Failure to heed this warning may result in injury to the service provider, operator, or patient,
from electric shock, mechanical or other hazards.
MNPEAYNPEXAEHNE ToBa ynbTBAHE 3a paboTa € HAAWYHO CAMO HA QHIAVCKA e3VK.
(BG) ® AKO AOCTOBYMKBT HO YCNYraTa HA KAMEHTA U3NCKA APYr €3UK, 3a4bAKEHNE HA KNNEHTA e
[0 OCUrypy Npesoa.
® He v3non3saiiTe 060pyABAHETO, NPEAN Ad CTE CE KOHCYNTUPAAM 1 pa36pani ymsTBAHETO
3a pabora.
® HecnassaHETO HA TOBA NpeaynpexaeHne Moxe Ad A0BEAE A0 HOPOHABAHE HA AOCTABYMKA
HQ yCNyraTta, onepaTopa 1A NAUUEHT B Pe3ynTaT HA TOKOB YAAP NI MEXAHWYHA 1K
ApYra onacHoCT.
&= S F AR B SRR AR
(2H-CNI s MREBRSBUBBERRURE , EFEATRHEBERS.
o RUEMANENTELERELEFMEE , FTEHTES.
o ZMABERANEBAR , BEARBEERME, IMAERAMEINGEE.
gL M8 F M R AR R
(ZH-TW) s MREFMHBABERFBINNEMESREER , UHAETFAE RED
ERE.
° RILEHMEAHEFMATHARNR , DA DERYRRBETH .
o TERABETHRENKBAS, REAEBRFERNEE, BRERER HERK
mEIEE.
UPOZORENJE Ove upute za servisiranje dostupne su samo na engleskom jeziku.
(HR) ® Ukoliko korisnicki servis zahtijeva neki drugi jezik, korisnikova je odgovornost osigurati
odgovarajuéi prijevod.
® Nemojte pokusavati servisirati opremu ukoliko niste konzultirali i razumijeli ove upute.
® Nepostivanje ovog upozorenja moze rezultirati ozljedama servisnog osoblja, korisnika ili
pacijenta prouzroCenim elektricnim udarom te mehanickim ili nekim drugim opasnostima.
VAROVANI Tento provozni ndvod existuje pouze v anglickém jazyce.
(CS) ® V pfipadé, Ze externi sluzba zdkaznikdm potiebuje ndvod v jiném jazyce, je zajisténi

prekladu do odpovidajiciho jazyka Ukolem zdkaznika.

® Nesnazte se o Udrzbu tohoto zafizeni, aniz byste si precetli tento provozni ndvod a
pochopili jeho obsah.

® V piipadé nedodrZovdni této varovani mize dojit k poranéni pracovnika prodejniho
servisu, obsluzného persondlu nebo pacientd vliivem elektrického proudu, respektive
vlivem mechanickych ¢i jinych rizik.
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Service Manual Language Information (cont'd.)

ADVARSEL
(DA)

Denne servicemanual findes kun p& engelsk.

® Hvis en kundes tekniker har brug for et andet sprog end engelsk, er det kundens ansvar
at sgrge for overszettelse.

® Forsgg ikke at servicere udstyret medmindre denne servicemanual har vaeret konsulteret
og er forstdet.

® Manglende overholdelse af denne advarsel kan medfare skade pd grund af elektrisk,
mekanisk eller anden fare for teknikeren, operatgren eller patienten.

WAARSCHUWING
(NL)

Deze service manual is alleen in het Engels verkrijgbaar.

® Indien het onderhoudspersoneel een andere taal nodig heeft, dan is de klant
verantwoordelijk voor de vertaling ervan.

® Probeer de apparatuur niet te onderhouden voordat deze service manual geraadpleegd
en begrepen is.

® |ndien deze waarschuwing niet wordt opgevolgd, zou het onderhoudspersoneel, de
gebruiker of een patiént gewond kunnen raken als gevolg van een elektrische schok,
mechanische of andere gevaren.

HOIATUS Kdesolev teenindusjuhend on saadaval ainult inglise keeles.
(ET ® Kui klienditeeninduse osutaja nduab juhendit inglise keelest erinevas keeles, vastutab
klient tolketeenuse osutamise eest.

® Arge uritage seadmeid teenindada enne eelnevalt kiesoleva teenindusjuhendiga
tutvumist ja sellest aru saamist.

® Kdesoleva hoiatuse eiramine vdib pohjustada teenuseosutaja, operaatori voi patsiendi
vigastamist elektrilddgi, mehaanilise voi muu ohu tagajdrjel.

VAROITUS Tadma huolto-ohje on saatavilla vain englanniksi.
(F1 ® Jos asiakkaan huoltohenkilostd vaatii muuta kuin englanninkielistd materiaalia, tarvittavan
kaannoksen hankkiminen on asiakkaan vastuulla.

e Alg yritd korjata laitteistoa ennen kuin olet varmasti lukenut ja ymmadrtanyt tdman
huolto-ohjeen.

e  Mikdli tata varoitusta ei noudateta, seurauksena voi olla huoltohenkildston, laitteiston
kayttdjan tai potilaan vahingoittuminen sdhkoiskun, mekaanisen vian tai muun
vaaratilanteen vuoksi.

ATTENTION Ce manuel technique n'est disponible qu'en anglais.
(FR)

® Siun service technique client souhaite obtenir ce manuel dans une autre langue que
I'anglais, il devra prendre en charge la traduction et la responsabilité du contenu.

® Ne pas tenter d'intervenir sur les équipements tant que le manuel technique n'a pas été
consulté et compris.

® Le non-respect de cet avertissement peut entrainer chez le technicien, l'opérateur ou le
patient des blessures dues & des dangers électriques, mécaniques ou autres.
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Service Manual Language Information (cont'd.)

WARNUNG
(DE)

Diese Serviceanleitung ist nur in englischer Sprache verfugbar.

® Falls der Kundendienst eine andere Sprache benétigt, muss er fur eine entsprechende
Ubersetzung sorgen.

® Keine Wartung durchfihren, ohne diese Serviceanleitung gelesen und verstanden zu
haben.

® Bej Zuwiderhandlung kann es zu Verletzungen des Kundendiensttechnikers, des
Anwenders oder des Patienten durch Stromschlége, mechanische oder sonstige Gefahren
kommen.

MPOEIAOCMNOIHEH
(EL)

To Tapdv eyxelpidlo a€pPig SlatiBetal oTa ayyAK& yovo.

® EQv TO &TOWO TIAPOXNG OEPPRLG EVOG TIEAXTN QTTALTEL TO TIXPOV EYXELPIBLO 08 YAWOOX EKTOG
TWV AYYALKQWV, artoTehel euBOVN Tou TIEAGTN Vo TTapéxeL LTINPEO(Eg PeTadpaang.

® MV ETIUXELPOETE TNV EKTEAEDN £PYAOLLV OEPPLG OTOV EEOTIALOUO €KTOG €AV EXETE
OLPBOLAEVTEL KA EXETE KATAVONTEL TO TIAPOV £YXELPIOLO TEPRLG.

® Edv Sev AaBete uToYn TNV TPoldoTIoiNaN LT, EVEEXETAL Va TIPOKANBEL TpaLUATIONOG
OTO GTOHO TIOPOXNG TEPPLS, OTO XELPLOTH 1] 0TOV aaBevr| aTtd NAEKTPOTIANE(Q, UNXowvLKoUg
11 GAAouLg KwdOvoug.

FIGYELMEZTETES Ez a szerviz kézikonyv kizdrélag angol nyelven érheté el.
(HU) ® Ha avevo szerviz elldtéja angoltol eltéré nyelvre tart igényt, akkor a vevd feleléssége
a forditds elkészittetése.
® Ne probdlja elkezdeni haszndlni a berendezést, amig a szerviz kézikényvben leirtakat
nem értelmezték és értették meg.
® Ezen figyelmeztetés figyelmen kiviil hagydsa a szerviz ellatd, a miikodtetd vagy a pdciens
dramdités, mechanikai vagy egyéb veszélyhelyzet miatti sériilését eredményezheti.
ABVORUN pessi pjonustuhandbok er eingdngu fdanleg @ ensku.
(1) ® Ef ad pjonustuveitandi vidskiptamanns parfnast annars tungumals en ensku, er pad skylda
vidskiptamanns ad skaffa tungumalapjénustu.
® Reynid ekki ad afgreida taekid nema pessi pjénustuhandbok hefur verid skodud og skilin.
® Brot @ ad sinna pessari advorun getur leitt til meidsla & pjonustuveitanda, stjdrnanda eda
sjuklingi fré raflosti, vélreenum eda 6drum dhaettum.
PERINGATAN Manual servis ini hanya tersedia dalam bahasa Inggris.
(ID)

® Jika penyedia jasa servis pelanggan memerlukan bahasa lain selain dari Bahasa Inggris,
merupakan tanggung jawab dari penyedia jasa servis tersebut untuk menyediakan
terjemahannya.

® Jangan mencoba melakukan servis terhadap perlengkapan kecuali telah membaca dan
memahami manual servis ini.

® Mengabaikan peringatan ini bisa mengakibatkan cedera pada penyedia servis, operator,
atau pasien, karena terkena kejut listrik, bahaya mekanis atau bahaya lainnya.
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Service Manual Language Information (cont'd.)

AVVERTENZA Il presente manuale di manutenzione ¢ disponibile soltanto in Inglese.
(m ® Se un addetto alla manutenzione richiede il manuale in una lingua diversa, il cliente &
tenuto a provvedere direttamente alla traduzione.
® Sjproceda alla manutenzione dell'apparecchiatura solo dopo aver consultato il presente
manuale ed averne compreso il contenuto.
® || non rispetto della presente avvertenza potrebbe far compiere operazioni da cui derivino
lesioni all'addetto, alla manutenzione, all'utilizzatore ed al paziente per folgorazione
elettrica, per urti meccanici od altri rischi.
S COY—EANZ1ITIIREZERLASYY EHA,
(JA e H—EREBALUTNBEENKEUNOSEEZERENDBE. BREXGTO%
EQEATITS>BNDEEBTVWELEEERT,
e ZOH—EAXYZ2ITILEZRFEL. THBBELLLTEEOY—ER%E
T2TLKEE,
o CNEHIRDEWEE, Y—ERZHEEETIhDH. BRIEEHZVFEEN. BE
PEBANEZTOMOBRIZKYEEITDAEENI HYET,
CANH BAO Tai Liéu Hudng Dan Stra Chita chi cé ban tiéng Anh.
v ® Né&u cdc don vi cung cép dich vu cho khdch hang yéu cau mét ngdn ngir nao khdc ti€ng
Anh, thi khdch hang sé cé trdch nhiém cung c8p céc dich vu dich thuét.
® Khdng dudc stra chita thiét bi trir khi d& tham khao va hiéu Tai liéu Hudng dan Stra chira.
¢ Khdng tudn thi nhitng canh béo ndy c6 thé dan dén cac tén thuong cho ngudi thuc
hién stra chita, ngudi van hanh hay bénh nhan, do séc¢ dién, cdc rdi ro vé co khi hay
céc rai ro khéc.
ECKEPTY Byn KpI3MeT kepceTy BOMbIHLLA HYCKAYNbIFbI TEK AFbINWbIH TiNiHAE KOMXeTIMAI.
(KK) ®  TyTbIHYLWbIHbIH KbI3MET NPOBAAEpi GFbINLWbIH TiniHeH 6AcKa Tinaeri HYCKaHbI Tanan eTce,
ayAapy 60MbIHWA KbI3METTEPIMEH KOMTAMACHI3 €Ty TYTbIHYLUbI XayankepLwiniriHae 6onysbl
Tmic.
®  Byn KbI3MeT KepceTy 60MbIHIWIA HYCKAYNbIFbIH HA3APFA aNbIN, TYCIHOEreHLUe, XabAbIKKa
KbI3MET KepceTyAeH 6aC TAPTbIHbI3.
® Byn eckepTyAai enemey Kpl3MeT NpPOBAAEP], ONepaTop Hemece eMAaenyLWiHiH 3NeKTp
LWOrbIHAH, MeXAHWKANbIK Hemece 6ACKA KayinTep HaTUXeCiHAE XAPAKAT anybiHa aKkenyi
MYMKIH.
BRIDINAJUMS ST apkalpotaju rokasgramata ir pieejama tikai anglu valoda.
(Lv) ® Ja apkalpoSanas sniedzéjam nepiecieSama informdcija citd, nevis anglu, valodd, klienta
piendkums ir nodrosindt tas tulkoSanu.
® Neveiciet aprikojuma apkopi, neizlasot un nesaprotot apkalpotdju rokasgramatu.
¢ Sibridingjuma neievéro3ana var radrt elektriskds stravas trieciena, mehdanisku vai citu risku
izraisttu traumu apkopes sniedzéjam, operatoram vai pacientam.
|SPEJIMAS Sis eksploatavimo vadovas yra prieinamas tik angly kalba.
(LT) .

Jei kliento paslaugy tiekéjas reikalauja vadovo kita kalba - ne angly, numatyti vertimo
paslaugas yra kliento atsakomybé.

Neméginkite atlikti jrangos techninés prieziaros, nebent atsizvelgéte | §j eksploatavimo
vadovq ir jj supratote.

Jei neatkreipsite démesio j §j perspéjimg, galimi suzalojimai dél elektros Soko, mechaniniy
ar kity paslaugy tiekéjui, operatoriui ar pacientui.
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Service Manual Language Information (cont'd.)

ADVARSEL
(NO)

Denne servicehandboken finnes bare pa engelsk.

e Huvis kundens serviceleverandgr trenger et annet sprdk, er det kundens ansvar @ sgrge
for oversettelse.

® |kke forsgk a reparere utstyret uten at denne servicehdndboken er lest og forstatt.

® Manglende hensyn til denne advarselen kan fgre til at serviceleverandgren, operatgren
eller pasienten skades pd grunn av elektrisk stgt, mekaniske eller andre farer.

OSTRZEZENIE

Niniejszy podrecznik serwisowy dostepny jest jedynie w jezyku angielskim.

(PL) ® Jedli dostawca ustug klienta wymaga jezyka innego niz angielski, zapewnienie ustugi
ttumaczenia jest obowigzkiem klienta.
® Nie nalezy serwisowa¢ wyposazenia bez zapoznania sie i zrozumienia niniejszego
podrecznika serwisowego.
® Niezastosowanie sie do tego ostrzezenia moze spowodowaé urazy dostawcy ustug,
operatora lub pacjenta w wyniku porazenia elektrycznego, zagrozenia mechanicznego
bgdz innego.
AVISO Este manual de assisténcia técnica s se encontra disponivel em inglés.
(PT-BRI ® Se o servico de assisténcia técnica do cliente ndo for GE, e precisar de outro idioma, serd
da responsabilidade do cliente fornecer os servigos de tradugdo.
® Ndo tente reparar o equipamento sem ter consultado e compreendido este manual de
assisténcia técnica.
® O ndo cumprimento deste aviso pode por em perigo a seguranga do técnico, operador ou
paciente devido a choques elétricos, mecdnicos ou outros.
AVISO Este manual técnico s se encontra disponivel em inglés.
(PT-PT) ® Se a assisténcia técnica do cliente solicitar estes manuais noutro idioma, é da
responsabilidade do cliente fornecer os servicos de tradugdo.
® Ndo tente reparar o equipamento sem ter consultado e compreendido este manual
técnico.
® O ndo cumprimento deste aviso pode provocar lesdes ao técnico, ao utilizador ou ao
paciente devido a choques eléctricos, mecdanicos ou outros.
AVERTISMENT Acest manual de service este disponibil numai in limba englezad.
(RO) ® Dacd un furnizor de servicii pentru clienti necesitd o altd limbd decdt cea englezd, este de
datoria clientului s& furnizeze o traducere.
® Nuincercati sd reparati echipamentul decdt ulterior consultdrii si intelegerii acestui
manual de service.
® |gnorarea acestui avertisment ar putea duce la ranirea depanatorului, operatorului sau
pacientului in urma pericolelor de electrocutare, mecanice sau de altd naturd.
MNPEAYNPEXAEHNE HacTtoswee pykoBOACTBO N0 06CNYXKUBAHUIO NPEANArAeTCs TONbKO HA QHIANACKOM A3bIKe.
(RU)

® ECnu CepBrICHOMY NEPCOHANY KNMEHTA HEOBX0ANMO PYKOBOACTBO HE HA AHIAMIACKOM,  HA
KOKOM-TO APYroM A3blKe, KIMEHTY cnesyeT 06ecneunTb Nepesos CaMOCTOATENbHO.

® pexae ueM NPUCTYNATb K 06CNYKUBAHMIO 060PYA0BAHNS, 06530TENBHO 06PATUTECH K
HOCTOALLEMY PYKOBOACTBY W BHUMATENBHO N3YUUTE U3NOXKEHHbIE B HEM CBEAEHNS.

® HecobntoseHune TpebOBAHWI AGHHOMO NPeAYNPEXAEHNSt MOXET NPUBECTY K TOMY, YTO
CNeunanmncTbl No 06CNYKMBAHMIO, ONEPATOPLI AN NALUMEHTLI NONYYAT YAAP SNEKTPUYECKNM
TOKOM, MeXAHUYECKYI0 TPABMY VAU APYroe NoBpexAeHNe.
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Service Manual Language Information (cont'd.)

UPOZORENJE Ovo servisno uputstvo je dostupno samo na engleskom jeziku.
(SR ® Ako klijentov serviser zahteva neki drugi jezik, klijent je duzan da obezbedi prevodilacke
usluge.
® Ne pokusavajte da opravite uredaj ako niste proc€itali i razumeli ovo servisno uputstvo.
® Zanemarivanje ovog upozorenja moze dovesti do povredivanja servisera, rukovaocasili
pacijenta usled strujnog udara, ili mehanickih i drugih opasnosti.
VAROVANIE Tento ndvod na obsluhu je k dispozicii len v anglictine.
(SK) ® Ak zdkaznikov poskytovatel sluzieb vyzaduje iny jazyk ako anglictinu, poskytnutie
prekladatelskych sluzieb je zodpovednostou zdkaznika.
® Nepokusajte sa o obsluhu zariadenia skér, ako si neprecitate ndvod na obsluhu a
neporozumiete mu.
® Zanedbanie tohto varovania méze vyustit do zranenia poskytovatela sluZieb, obsluhujicej
osoby alebo pacienta elektrickym prddom, mechanickym alebo inym nebezpecenstvom.
OPOZORILO Ta servisni prirocnik je na voljo samo v angleskem jeziku.
(su o (e ponudnik storitve stranke potrebuje priroénik v drugem jeziku, mora stranka zagotoviti
prevod.
® Ne poskusajte servisirati opreme, Ce tega prirocnika niste v celoti prebrali in razumeli.
e (e tega opozorila ne upostevate, se lahko zaradi elektriénega udara, mehanskih ali drugih
nevarnosti poskoduje ponudnik storitev, operater ali bolnik.
ADVERTENCIA Este manual de servicio sélo existe en inglés.
ES) ® Sjel encargado de mantenimiento de un cliente necesita un idioma que no sea el inglés, el
cliente deberd encargarse de la traduccién del manual.
® No se deberd dar servicio técnico al equipo, sin haber consultado y comprendido este
manual de servicio.
® La no observancia del presente aviso puede dar lugar a que el proveedor de servicios, el
operador o el paciente sufran lesiones provocadas por causas eléctricas, mecdnicas o
de otra naturaleza.
VARNING Den hér servicehandboken finns bara tillgénglig pd engelska.
(V) ® Om en kunds servicetekniker har behov av ett annat sprak dn engelska ansvarar kunden
for att tillhandahdlla Gversattningstjdnster.
® Forsok inte utfora service pd utrustningen om du inte har Idst och forstar den har
servicehandboken.
® Om duinte tar hansyn till den har varningen kan det resultera i skador pd serviceteknikern,
operatoren eller patienten till f6ljd av elektriska stotar, mekaniska faror eller andra faror.
UYARI Bu servis kilavuzunun sadece ingilizcesi mevcuttur.
(TR)

® Eger musteri teknisyeni bu kilavuzu ingilizce disinda bir baska lisandan talep ederse, bunu
tercime ettirmek musteriye duser.

® Servis kilavuzunu okuyup anlamadan ekipmanlara midahale etmeyiniz.

® Bu uyariya uyulmamasi, elektrik, mekanik veya diger tehlikelerden dolayi teknisyen,
operator veya hastanin yaralanmasina yol acabilir.
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Service Manual Language Information (cont'd.)

3ACTEPEXEHHA [laHe KepiBHULTBO 3 CEpPBICHOr0 06CNYroByBAHHA NOCTAYAETHCA BUKNIOYHO AHMNINCHKOIO MOBOIO.
(UK) ®  AKWO CepBiCHWI iHXeHep NOTPebye KePIBHMUTBO iHLIOK MOBOIO, KOPVCTYBAY 30608'A3aHUI
306e3neunTyt NOCAYry Nnepeknaaauya.
® He HaMaranTecs 34iiCHIOBATY TEXHIYHE 0BCNYroByBAHHA AQHOrO OBNAAHAHHS, AKWO
BW He unTanu, abo He 3po3yminu iHpopmauito, HOAQHY B KEPIBHUUTBI 3 CEPBICHOMO
06CcnyrosyBaHHS.
®  HeAOTPUMAHHA LUbOro 3aCTEPEXEHHA MOXe NPU3BECTV A0 TPABMYBAHHA CEPBICHOIO
iHXeHepa, KOpUCTYBAYA AAHOrO 06NAAHAHHA 60 NAUIEHTA BHACNIA0K €NeKTPUYHOMO LWOKY,
MEXAHIYHOrO YLWKOAXEHHA A60 3 iHWWX NPUYNH HEBIPHOMO 06CNYroBYBAHHA 0BNAAHAHHS.
CANH BAO Tai Liéu Hudng Dan Stra Chita chi cé ban tiéng Anh.
(V1)

® N&u cdc don vi cung cép dich vu cho khdch hang yéu cau mét ngdn ngi nao khdc ti€ng
Anh, thi khdch hang sé cé trdch nhiém cung c8p céc dich vu dich thuét.

e Khdng dugc stra chiva thiét bi trir khi da tham khao va hiéu Tai liéu Hudng dan Stra chiva.

® Khdng tudn thi nhitng canh béo ndy c thé dan dén céc tén thuong cho ngudi thuc
hién stra chira, ngudi van hanh hay bénh nhan, do séc¢ dién, cdc rdi ro vé co khi hay
cdc rai ro khdc.
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Introduction

MobileLink is a wireless, integrated ECG communication solution that helps you
capture, transmit, and analyze your patient’s ECG information quickly and efficiently.
MobileLink combines all available security protocols into one superset to guard your
facility from the risk of transmission interception.

This chapter provides general information required for the proper use of the system
and this manual. Familiarize yourself with this information before using the system.

Manual Information

This section provides information for the correct use of this manual.

Keep this manual with the equipment at all times and periodically review it. You
should request training assistance from GE Healthcare, if needed.

Manual Purpose

The purpose of this manual is to provide instruction on how to install MobileLink
Wireless Communication to a MAC 2000/MAC 800 using a Silex Wireless Bridge.

Additional Assistance

GE Healthcare maintains a trained staff of application and technical experts to answer
guestions and respond to issues and problems that may arise during the installation,
maintenance, and use of this system.

Contact your local GE Healthcare representative to request additional assistance.

Customer Responsibility

GE Healthcare Service is responsible for the initial installation and configuration of
the MobileLink wireless communication for ECG. Any changes made to configuration,
security, and so on by the customer after the initial installation are the responsibility of
the customer.

On-Line Center Support

Contact the GE Healthcare On-Line Center if you have any questions or problems
while performing this installation.
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Before You Begin

Before installing the MobileLink option, confirm that your site meets the following
system requirements:

e Confirm that your site meets the system requirements for MobileLink. See “System
Requirements” on page 14.

» Review the different procedures to install MobileLink and determine which is
appropriate for your site. See “Determining Appropriate Installation Procedures” on
page 16.

Silex GEH-BR-4600 Introduction

The GEH-BR-4600 bridge is the wireless bridge which allows the MAC 800/MAC 2000
LAN port to be used as a wireless device. A high-performance wireless network
adapter which enables the Ethernet LAN port to become an 802.11a/b/g/n dual band
wireless network device.

GE Healthcare Part Number | Manufacturing Part Number | Description

2095170-001 GEH-BR-4600WAN2-03-US SILEX WI-FI BRIDGE KIT
MAC2000 US

2098761-001 GEH-BR-4600WAN2-03-WW [ MAC 2000 SILEX WIRELESS
BRIDGE KIT- GLOBAL
VERSION

Key Features:
e Communicate in the 2.4 GHz and 5 GHz frequencies
e Wired LAN port configured for 10base-T-Full

e Uses the MAC 800/2000 MAC address for wireless communications (MAC address
transparency feature)

e Configuring the bridge for Single Client Mode disables the wireless bridge
functionality when the GEH-BR-4600 bridge is connected to the wired LAN port of
another MAC 800/MAC 2000 or another PC (security feature)

System Requirements

Review and confirm that your site meets the following system requirements.
1.  The MAC system software requirements:

e MAC 2000 system must be at v1.1 or higher

e MAC 800 system must be at 1.0.X or 2.0.X

2. The MAC system must have the appropriate option activated.

a. From the Main Menu, press System Configuration > More > More >
Option Setup.

b.  Verify that the LANM or LANC option is activated.

14 MobileLink™ Wireless Communication 2053535-080C
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3. Adynamic IP, static IP, or host name must be provided for each MAC system
to be configured with the LAN option.

4. MUSE system software requirements:
e v7:711
e v8 80.1
e v9: 9.0.0 (only available for MAC 2000)

e CardioSoft-CS v6.71 or higher and the connectivity server option

Print the Configuration Capture File

Confirm all the information about this system has been accurately entered into the
Configuration Capture File (2002783-067). Prior to this installation, you may have
received a copy of this file from Project Management or ND&l with information
gathered during pre-installation. If so, use that copy of the Configuration Capture
File. If you have not received a copy of the Configuration Capture File, use the blank
version of the file on the MobileLink CD.

Print a copy as a reference to use during the installation. During installation, you will
add information to the file and then store the completed file on the MUSE file server.

MobileLink Configuration

The IP Address, Subnet Mask, and Gateway Address
If this information cannot be acquired ahead of t
After completion, this file should be saved onth

Site Name:

IS Contact Name:
IS Contact Phone:
Notes:

Configuration Information

IP Address:

Subnet Mask:

Gateway Address:

SRID:

Station Name: MACSK001
Port Number: 3001

MAGC Address:

Client Bridge Serial Number:
Encryption Information:

Configuration Capture File
Provides data entry for up to 30 MAC systems.

NOTE:
The Station Name is a general field that is used to identify a cart. This name can be
different from or the same as the System Name, if hostname addressing is used.

NOTE:
Station name and Port Number have been pre-populated in this file with the
following suggested convention. The Station Name and Port Numbering system is
a suggested convention.

Station Name Port Number
MAC2K001 3001
MAC2K002 3002
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Station Name Port Number
MAC2K003 3003
etc. etc.

Determining Appropriate Installation Procedures

These instructions are written for several types of installations, including one type of
serial server and two kinds of trolleys. When installing and configuring the MobileLink
option, use the section of this manual which is appropriate to the hardware you are
installing.

1. Use Chapter 3 “Configuring the Silex Wireless Bridge GEH-BR-4600 for the MAC
2000 and MAC 800" on page 25.

2. Chapter 2 "“Mounting the GEH-BR-4600 Wireless Bridge” on page 19.

See “Mounting the GEH-BR-4600 Wireless Bridge on the MAC 2000 Device” on
page 20.

See “Mounting the GEH-BR-4600 Wireless Bridge on the MAC 800 Device” on
page 22.

3. Configure the System as described in Chapter 3 “Configuring the Silex Wireless
Bridge GEH-BR-4600 for the MAC 2000 and MAC 800" on page 25.

Connectors and Indicators

Silex Wireless Bridge GEH-BR-4600WAN2-03-XX

16
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Silex Wireless Bridge GEH-BR-4600
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Item Name Description
1 Push switch Starts this product in Configuration Mode:
Press and hold the push switch, release the push switch
when the WLAN LED and STATUS LED start to blink
together. It may take up to 5 seconds for the 2 LEDS to
start blinking together.
Resets this product to factory default settings:
Press and hold the push switch while turning on this
product. Release the switch when the LAN Link LED turns
to the Orange and then Green.
2 LAN Status LED BLINK: Waiting for connection when Link LED is OFF.
(Yellow) Transferring data when Link LED is ON.
3 LAN port Connects to the network cable.
4 LAN Link LED ON (Green): Connected to 10BASE-T/100BASE-TX
(Green/QOrange) network
ON (Orange): Connected to 1000BASE-T network
5 Power connector Connect USB power cable

TOP

(U ——1
WLAN T
pr— TATUS 0

BOTTOM
Q O

I—
@
® O ® ®
Item Name Description
6 POWER LED (Orange) | Turns ON when this product is powered on.
7 WLAN LED (Green) ON: Running is Infrastructure mode.

OFF: Running is Ad hoc mode.

* Blink together with STATUS LED when running in
Configuration Mode.
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Item Name Description

8 STATUS LED (Green) | ON: A network connection is established.
BLINK: Transferring data.
* Blink together with WLAN LED when running in
Configuration Mode.

9 Ethernet address The Ethernet (MAC) Address of this product is found on

the bottom.
The last 6 digits are the product’s serial number.

Example: If the Ethernet Address is 00:80:92:00:11:22
(noted as 008092001122) then the product’s serial
number is 001122.

NOTE:
DHCP Reservation by MAC address - Use the MAC
800/MAC 2000 MAC address, not the GEH-BR-4600
MAC address.

MobileLink™ Wireless Communication
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Mounting the GEH-BR-4600 Wireless
Bridge

Use the following instructions for mounting a GEH-BR-4600 wireless bridge.
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Mounting the GEH-BR-4600 Wireless Bridge

Mounting the GEH-BR-4600 Wireless Bridge on

the MAC 2000 Device

1.
following graphic.

< SO
E/ABA2SIFIR9C S/N:C

silex technology, Inc. ™

2.
bridge and press firmly.

5

i

= e pua
w00 NGy e

W Dual Lc

H
EOh 2SI A

silox technology,Ine. 25
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Stick a pair of dual locks on the GEH-BR-4600 wireless bridge as shown in the

Put another pair of dual locks on the dual locks sticked on the Silex wireless
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Mounting the GEH-BR-4600 Wireless Bridge

3. Connect the Silex cable to the Silex wireless bridge using the circular connector.

5. Insert the internet cable to the network connectors of both the Silex wireless
bridge and MAC 2000 device.

6.  Remove the stick cover on the dual locks and place the Silex wireless bridge on
the MAC 2000 device as shown in the following graphic.
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Mounting the GEH-BR-4600 Wireless Bridge on
the MAC 800 Device

1.  Select the Dual Locks from the Silex Wireless Bridge Kit and engage the hook
and loop surface of the Dual Locks against each other to form a pair.

2. Remove the adhesive liner from one side of the dual lock and adhere each pair
to the flat surface of Silex wireless bridge module.

() oom—

WLAN oo

JISTATUS com=mm
i

techn
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Mounting the GEH-BR-4600 Wireless Bridge

3. Remove the adhesive liner and carefully position the Silex Module on the MAC
800 unit by placing it to the rear of the printer side. The LAN port and power
switch should be visible from the rear of the MAC 800 device.

()
=3
®
(5]
<
=

4. Route and connect the Ethernet and USB power cables from the Silex wireless
module to the MAC 800 unit.
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Configuring the Silex Wireless Bridge
GEH-BR-4600 for the MAC 2000 and
MAC 800

Important

Before you begin this procedure, check for any updates to the procedure that may
have been released in a Technical Bulletin.

NOTE:
Before configuring the wireless bridge, be sure you have performed the steps in
“Before You Begin” on page 14.

Configuring Silex Wireless Bridge GEH-BR-4600
for Wireless LAN

1.  Configure PC LAN port for DHCP.

2. Connect the Silex wireless bridge to a PC using the standard CAT 5 network
cable that came with the product.

3. Take the USB power cable and connect the DC connector side to Silex wireless
bridge and USB connector side to the same PC.
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Configuring the Silex Wireless Bridge GEH-BR-4600 for the MAC 2000 and MAC 800

4. When the Power LED at the top turns ON, press and hold the Push switch at
the front.

4 M

ra T,
1 A Confirm
lx O j LED is ON

~ |

Puzh Switeh \

==
/t

K holdi
9 eep holding )

5. Release the Push switch when WLAN LED and STATUS LED starts to blink
together.

It may take 20 seconds for the 2 LEDs to blink together.

e - -
((-"' -\\"
Iﬁ-ﬂ}

=== LEDs are

WLAN - —- .‘_'[_, Confirm
Y

STATUS —=——= 4~ _—
\_ Y, blinking

Push Switch

7§

Release the push switch

L v

The Silex wireless bridge is now set to Configuration Mode.

6.  Use the same PC to connect to the bridge for configuring the product. Disable
any wireless LAN (if enabled) on the PC.
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Configuring the Silex Wireless Bridge GEH-BR-4600 for the MAC 2000 and MAC 800

Start a Web Browser on the PC you are using for the setup.

The web page of this product is silex.com. If the webpage is not displayed, enter
silex.comin the address bar of the browser and press the Enter key.

Si I ex 5 Wireless LAN Configuration ; l
Tthnotosy -
Select Language up
The fallowine is the procedure t & the wircless LAN settines O HELP
7. Select awirsless network
> Wireless Network List Search Wireless Netuworks
Select SSD RSSI CH lifireless Standard Wireless Mode A
® -
® it ool s 118 Infrastructure
BLUESSO 00l 1 11ne Infrastructurs
v
Tnternst 00l 1 11ne Infrastrusturs
2. Enter the Network Key.
Network Key
3. Save the confieuration and reboot this product.

NOTE:

If the hospital wireless network is not listed on this page, select the Detailed
Configuration tab.

The Detailed Configuration window opens.

Si I ex  Wireless LAN Gonfiguration..

SaannoTany <
—

SSD Filter

Network Authentication

EEER02.1% Authen

> WPA/WPAZ Confizuration
HNarme

Encryption Made

Fre-Shared Key

Reset
L .

Select Wireless Standard and choose 2.4GHZ or 5GHZ if a specific radio
frequency is required.

Enter the SSID

Go to the “Silex wireless Bridge GEH-BR-4600 Encryption/Authentication
Modes” on page 30 for the encryption and authentication settings.

Select Submit after the authentication and encryption settings have been
configured.

NOTE:

After Submit is selected and the changes activated, the Silex Bridge leaves
the configuration mode.

The WLAN and STATUS LEDs do not blink any more.
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Configuring Silex Wireless Bridge GEH-BR-4600
to Single Client Mode

CAUTION:
To prevent unauthorized access to the wireless bridge, configure the bridge for
single client mode using the MAC 800/MAC 2000 MAC address. Configuring the
bridge for Single Client Mode disables the wireless bridge functionality when the
GEH-BR-4600 bridge is connected to the wired LAN port of another MAC 800/2000
or another PC (security feature).

1. Record the MAC address of the device.

a.  Onthe device, go to Main Menu > System Configuration > Service Setup.
The password is 7763.

b.  Select System Diagnostic and press Enter.
Select Service Report and press Enter.

The service report lists the MAC address.

23032017 11-09:57

Sarvice Report
Companent Versons Test Results
= Display Test © Mot Tested
IMA&: Address @ 00-a0-f4-30-39-0f I Speaker Test @ Not Tested
- q T Keyhoard Test @ Not Tested
Software Version © 1.1 5P5 Build 6 i .
Software Build © Jan 21 2017 00:37:13 Acqusition Module Test © Not Tested
1751 Varsion - 1250 w241 AL Lire Status : Not Tested
HEART Resting Version : HEART 541 Battery Life Remaining [hh:mm] : Not Tested
HEART Exercise Version : HEART V5.2.2.1 Battery Charga Remaining [%a] - Not Tested
Acquisition Firmware Version @ 1.4 Writer Spead 50 mmy/'s Test : Not Tested

H Wiriter Speed 25 mm/'s Test @ Not Tested
Printer Fi Ve T

iy - e é ? Writer Speed 12.5 mms Test : Not Tested

E! - Writer Speed 5 mmys Test © Not Tested

Keyboard Language : German Prirt Head Test : Not Tested

COMA Loop Back Test @ Not Tested
‘COMBE Loop Back Test @ Not Tested
LAN Test - Not Tested

Internal Modemn Test © Not Tested
USB Test - Not Tested

2. Inthe Silex configuration page, click Advanced Configuration.
3. Select 10BASE-T-FULL for LAN Interface field.
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Configuring the Silex Wireless Bridge GEH-BR-4600 for the MAC 2000 and MAC 800

silex

technelogy

Select Languaze

¥ Systemn Configuration

- Wireless LA
Ciaonfizuration

= Advanced
Configuration

- Certificate
Configuration

- Password
Configuration

¥ haintenance

- Reboot

- Factory Default
Configuration

= Firrmware Lpdate

¥ Information
- Lizenge Information

P Advanced Configuration
Ilarne

LAM Ihterface

Metwork Device Address

Client Mode

e TCR/TF Confizuration
Ilarne
DHCR
P Address
Subnet hlask

Default Gateway

Configure the parameters for ".&durE!nc:ed Cionfiguration” .
Enter the values and click ™ Submit” .

Zingle Client Mods W

Walue

[p000 |
[pooo |
[o0o0 |

4. Type the MAC 800/MAC 2000 MAC address in the Network Device address field.

NOTE:

The MAC Address needs to be entered without the hyphen.

Keep all other fields as default values.

6.  Click Submit to submit the configuration changes.

CAUTION:

Configuring Silex Web Page with Password

To prevent unauthorized change of patient data, enable password while accessing

configuration page.

1. InSilex Configuration mode, click Password configuration.

MobileLink™ Wireless Communication
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I 43‘

I Py d Sxrdigrwion

silnx
SX-BR-4600WAN
[ : 1 i b S T ke

TN O 7]

2. Type a password in the New Password field.

NOTE:

The default password is access. It is recommended that the default
password is used.

Type the same password in the Confirm New Password field.
4. Click Submit.

The password is set to access the Silex web page. If a password is set, only users
with the password will be able to modify the product configuration. Be careful
not to forget the password or you will not be able to configure the product.

Silex wireless Bridge GEH-BR-4600
Encryption/Authentication Modes

GEH-BR-4600WAN2-03-XX supports the following security functions:
o WEP (64 Bit/128 Bit)

e WPA/WPA2 Mix Mode (TKIP/AES)

» WPA2-PSK (AES)

e |EEE 802.1X PEAP, EAP-TLS, EAP-TTLS, EAP-FAST, LEAP

Silex Encryption/Authentication Matrix

Authentication Encryption
WEP WPA/WPA2 Mix Mode | WPA2
Open supported not supported not supported
See “Configuring
WEP/Open
Authentication” on
page 31.

30 MobileLink™ Wireless Communication 2053535-080C



Configuring the Silex Wireless Bridge GEH-BR-4600 for the MAC 2000 and MAC 800

Silex Encryption/Authentication Matrix (cont'd.)

PSK supported supported supported
See “Configuring See “"Configuring See “Configuring
WEP/Pre-shared WPA/WPA?2 Mix Mode | WPA2 Encryption and
Key” on page 32. Encryption and PSK | PSK Authentication”
Authentication” on on page 33.
page 33.
LEAP not supported supported supported
See “Configuring See “Configuring
EAP with LEAP EAP with LEAP
Authentication” on Authentication” on
page 35. page 35.
PEAP not supported supported supported
See "Configuring See “Configuring
EAP with PEAP EAP with PEAP
Authentication” on Authentication” on
page 34. page 34.
EAP-TLS not supported supported supported
See “Configuring See “Configuring
EAP with TLS EAP with TLS
Authentication” on Authentication” on
page 36. page 36.
EAP-TTLS not supported supported supported
See “Configuring See “Configuring
EAP with TTLS EAP with TTLS
Authentication” on Authentication” on
page 37. page 37.
EAP-FAST not supported supported supported
See "Configuring See “Configuring
EAP-FAST EAP-FAST
Authentication” on Authentication” on
page 38. page 38.

Configuring WEP/Open Authentication

1.  Type or select the information in the Detailed Configuration tab using the
information in the following table:

WEP/Open Authentication Selections

Item Selection

Network Select Open for WEP.

Authentication « Open (Open System)
Allow all accesses without using any authentication.
This mode uses WEP (64bit/128bit) to encrypt the
communication. You can disable this encryption when it
is not necessary.

WEP Select ON or OFF.
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WEP/Open Authentication Selections (cont'd.)

Item Selection

Key Index Select 1,2, 3, or 4.

WEP Key Enter the WEP key of this product.
If the key format is hexadecimal, enter 10 or 26 hexadecimal
digits.
If the key format is alphanumeric character, enter 5 or 13
character.

NOTE:

Do not change the other settings in this window.

2. Click Submit.

Configuring WEP/Pre-shared Key

1.  Type or select the information in the Detailed Configuration tab using the
information in the following table:

WEP/Pre-shared Key Selections

Item Selection
Network Select Shared for WEP.
Authentication * Shared (Pre-Shared Key)

Allow access only to network devices with the same WEP
Key by using it as an authentication key.

This mode uses WEP (64bit/128bit) to encrypt the
communication. You can disable this encryption when it
is not necessary.

WEP: Select ON.

Key Index: Select 1,2, 3, or 4.

WEP Key: Enter the WEP key of this product.
If the key format is hexadecimal, enter 10 or 26 hexadecimal
digits.
If the key format is alphanumberic character, enter 5 or 13
character.

NOTE:

Do not change the other settings in this window.

2. Click Submit.
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Configuring WPA2 Encryption and PSK Authentication

1.

2.

Type or select the information in the Detailed Configuration tab using the
information in the following table:

WPA2 Encryption and PSK Authentication Selections

Item Selection
Network Select WPA2.
Authentication

IEEE802.1x Select OFF.
Authentication

Encryption Mode: Select AES.

Pre-shared Key

Type the pre-shared key or passphrase.

NOTE:
The key value or passphrase entered here is used to
initialize the session with the access point. If a key
value is entered, it must be exactly 64 hex characters. A
passphrase must be 8 to 63 displayable characters.

NOTE:

Do not change the other settings in this window.

Click Submit.

Configuring WPA/WPA2 Mix Mode Encryption and PSK
Authentication

2053535-080C

1.

2.

Type or select the information in the Detailed Configuration tab using the
information in the following table:

WPA/WPA2 Mix Mode Encryption and PSK Authentication Selections

Item Selection

Network Select WPA/WPA2 Mix Mode.
Authentication

IEEE802.1x Select OFF.

Authentication

Encryption Mode: Select AES or Auto.

Pre-shared Key

Type the pre-shared key or passphrase.

NOTE:
The key value or passphrase entered here is used to
initialize the session with the access point. If a key
value is entered, it must be exactly 64 hex characters. A
passphrase must be 8 to 63 displayable characters.

NOTE:

Do not change the other settings in this window.

Click Submit.
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Configuring EAP with PEAP Authentication

NOTE:

34

1.

This configuration requires Silex firmware version 1.1.1 or higher.

Type or select information in the Detailed Configuration tab using the
information in the following table:

EAP with PEAP Authentication Selections

Authentication Type

Item Selection

Network Select WPA2 or WPA/WPA2 Mixed Mode for PEAP.

Authentication e WPA2

e WPA/WPA2 Mixed Mode

This mode uses network authentication by PSK and
encrypts the communication using TKIP/AES.
Please note that WPA/WPA2 can be used only when this
product is running in Infra mode.

IEEE802.1x Select ON.

Authentication

IEEE802.1x Select PEAP.

Encryption Mode:

This parameter is determined by the option selected in the
detailed Configuration page. If WPA2 is selected the only
option is AES, if WPA/WPA2 Mixed mode is selected AES
and Auto is selected.

The default is AES.

Inner Authentication This defines the authentication method used for the inner

Method: authentication of the bridge. Select MSCHAPv2.

Server Certificate Select ON or OFF.

Verification This provides an option not to use CA Certificates
during the authentication process. Disabling certificate
verification weakens the authentication process and is not
recommended.

IEEE802.1x User Name | This is the user name defined on the RADIUS server account
being used by the target network.
This is an ASCII string.

Password This is the password assigned to the user name defined

on the RADIUS server account being used by the target
network.

Network Device

Type the MAC address of the device.

Address If using IEEE802.1X authentication, register the Ethernet
address of the network device that will be connected to
a wired LAN.

NOTE:

Do not change the other settings in this window.

MobileLink™ Wireless Communication
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Configuring the Silex Wireless Bridge GEH-BR-4600 for the MAC 2000 and MAC 800

NOTE:

If server certificate verification is ON, a CA Certificate is required for PEAP
and must be loaded and registered for PEAP to work. See “Configuring
Authentication CA Certificate” on page 40 for loading and registering

certificates.

Click Submit.

Configuring EAP with LEAP Authentication

NOTE:

2053535-080C

1.

This configuration requires Silex firmware version 1.1.1 or higher.

Type or select information in the Detailed Configuration tab using the
information in the following table:

EAP with LEAP Authentication Selections

Authentication Type

Item Selection

Network Select WPA2 or WPA/WPA2 Mixed Mode for LEAP.

Authentication e WPA2

e WPA/WPA2 Mixed Mode

This mode uses network authentication by PSK and
encrypts the communication using TKIP/AES.
Please note that WPA/WPA2 can be used only when this
product is running in Infra mode.

IEEE802.1x Select ON.

Authentication

IEEE802.1% Select LEAP.

Encryption Mode:

This parameter is determined by the option selected in the
detailed Configuration page. If WPA2 is selected, the only
option is AES, if WPA/WPA2 Mixed mode is selected, AES
and Auto are selected.

The default is AES.

IEEE802.1x User Name | This is the user name defined on the RADIUS server account
being used by the target network.
This is an ASCII string.

Password This is the password assigned to the user name defined

on the RADIUS server account being used by the target
network.

Network Device

Type the MAC address of the device.

Address If using IEEE802.1X authentication, register the Ethernet
address of the network device that will be connected to
a wired LAN.
One device for Single Client Mode and up to 16 devices for
Multi-Client Mode can be registered.

NOTE:

Do not change the other settings in this window.
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NOTE:
No certificate is required for LEAP.

LEAP is a deprecated authentication protocol, use is discouraged due to
security vulnerabilities.

2. Click Submit.

Configuring EAP with TLS Authentication

NOTE:
This configuration requires Silex firmware version 1.1.1 or higher.

1. Type or select information in the Detailed Configuration tab using the
information in the following table:

EAP with TLS Authentication Selections

36

Item Selection

Network Select WPA2 or WPA/WPA2 Mixed Mode for TLS.

Authentication . WPA2

* WPA/WPA2 Mixed Mode

This mode uses network authentication by PSK and
encrypts the communication using TKIP/AES.
Please note that WPA/WPA2 can be used only when this
product is running in Infra mode.

IEEE802.1% Select ON.

Authentication

IEEE802.1x Select EAP-TLS.

Authentication Type

Encryption Mode:

This parameter is determined by the option selected in the
detailed Configuration page. If WPA2 is selected, the only
option is AES, if WPA/WPA2 Mixed mode is selected, AES
and Auto are selected.

The default is AES.

User name in
IEEE802.1x

This is the user name defined on the RADIUS server account
being used by the target network.

This is an ASCII string.

Network Device

Type the MAC address of the device.

Address If using IEEE802.1X authentication, register the Ethernet
address of the network device that will be connected to
a wired LAN.
One device for Single Client Mode and up to 16 devices for
Multi-Client Mode can be registered.

NOTE:

Do not change the other settings in this window.
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NOTE:
A CA Certificate and Client Certificate are required for TLS and must be
loaded and registered for EAP-TLS to work. See “Configuring Authentication
CA Certificate” on page 40 and “Configuring Authentication Client Certificate”
on page 40 for loading and registering certificates.

2. Click Submit.

Configuring EAP with TTLS Authentication

NOTE:
This configuration requires Silex firmware version 1.1.1 or higher.

1.  Type or select information in the Detailed Configuration tab using the
information in the following table:

EAP with TTLS Authentication Selections

Item Selection
Network Select WPA2 or WPA/WPA2 Mixed Mode for TTLS.
Authentication o WPA2

o WPA/WPA2 Mixed Mode
This mode uses network authentication by PSK and
encrypts the communication using TKIP/AES.
Please note that WPA/WPA2 can be used only when this
product is running in Infra mode.

IEEE802.1x Select ON.
Authentication
|IEEE802.1x Select EAP-TTLS.

Authentication Type

Encryption Mode: This parameter is determined by the option selected in the
detailed Configuration page. If WPA2 is selected the only
option is AES, if WPA/WPA2 Mixed mode is selected AES
and Auto is selected.

The default is AES.

Inner Authentication This defines the authentication method used for the inner

Method authentication of the bridge. The options include PAP,
CHAP, MSCHAP and MSCHAPv2.

Server Certificate Select ON or OFF.

Verification

This provides an option not to use CA Certificates

during the authentication process. Disabling certificate
verification weakens the authentication process and is not
recommended.

IEEE802.1x User Name | This is the user name defined on the RADIUS server account
being used by the target network.

This is an ASCII string.
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EAP with TTLS Authentication Selections (cont'd.)

Item

Selection

Password

This is the password assigned to the user name defined
on the RADIUS server account being used by the target
network.

Network Device
Address

Type the MAC address of the device.

If using IEEE802.1X authentication, register the Ethernet
address of the network device that will be connected to
a wired LAN.

One device for Single Client Mode and up to 16 devices for
Multi-Client Mode can be registered.

NOTE:

Do not change the other settings in this window.

NOTE:

If server certificate verification is ON, a CA Certificate is required for TTLS
and must be loaded and registered for EAP-TTLS to work. See “Configuring
Authentication CA Certificate” on page 40 for loading and registering

certificates.

2. Click Submit.

Configuring EAP-FAST Authentication

1. Type or select information in the Detailed Configuration tab using the
information in the following table:

EAP-FAST Authentication Selections

Item

Selection

Network
Authentication

Select WPA2 or WPA/WPA2 Mixed Mode for EAP-FAST.
e WPA2

o WPA/WPA2 Mixed Mode
This mode uses network authentication by PSK and
encrypts the communication using TKIP/AES.
Please note that WPA/WPA2 can be used only when this
product is running in Infra mode.

|IEEE802.1x
Authentication

Select ON.

IEEE802.1x
Authentication Type

Select EAP-FAST.

Encryption Mode:

This parameter is determined by the option selected in the
detailed Configuration page. If WPA2 is selected, the only
option is AES, if WPA/WPA2 Mixed mode is selected, AES
and Auto are selected.

The default is AES.
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EAP-FAST Authentication Selections (cont'd.)

Item Selection

IEEE802.1x User Name | This is the user name defined on the RADIUS server account
being used by the target network.
This is an ASCII string.

Password This is the password assigned to the user name defined

on the RADIUS server account being used by the target
network.

PAC Auto-distribution

EAP-FAST uses a file called a PAC file to distribute the
necessary credentials for the network. EAP-FAST has an
option for automatic credential distribution. It is mandatory
to enable this option, so that the PAC file can be obtained
from the network when initial configuration is done.

Network Device

Type the MAC address of the device.

Address If using IEEE802.1X authentication, register the Ethernet
address of the network device that will be connected to
a wired LAN.
One device for Single Client Mode and up to 16 devices for
Multi-Client Mode can be registered.
NOTE:

Do not change the other settings in this window.

2. Click Submit.

System Configuration - Certificate Configuration

Enterprise security types (EAP types) often require the use of certificates as part of the
authentication process. These certificates must be stored on the bridge for them to be
used during the outer and inner authentication stages.

The PAC file is a Cisco format file that encapsulates all the necessary client side

credentials for the bridge to
The following settings allow

authentication to an EAP-FAST configured network.
use of EAP-TLS:

Setting

Description

Client Certificate

This section allows you to choose the client certificate required
for the authentication of the bridge to the network. This
certificate will be unique to the client. You must locate and
select the certificate on the connected laptop/desktop, and
then enter the password used to encrypt the certificate.

CA Certificate

This section allows you to choose the server side (Certificate
Authority) certificate required for the authentication of the
bridge to the network. This certificate will be unigue to

the authentication server being used by the network. You
must locate and select the certificate on the connected
laptop/desktop.

Certificate Registration

This section shows the currently loaded and registered
certificates on the bridge.
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NOTE:
The files will not be saved to the bridge until the Submit button has been pressed.
Configuring Authentication CA Certificate

NOTE:
This is required for PEAP, TLS or TTLS authentication.

Steps for the Hospital IT Department

1. Identify the authorized Server Certificate Authority recognized by the radius
server.

2. Generate CA certification from radius server with .PEM format.

3. Provide the .PEM file generated in the previous step to the GE Healthcare field
engineer.

Steps for the GE Healthcare Field Engineer
1.  From the Silex Network Security window, click on Configure authentication
server certificate.
2. Click Browse and locate the exported .PEM file exported.
3. Click Submit and click the link to reset the device.
4. Verify that the root key was loaded on the Certificate Root Key field.

Configuring Authentication Client Certificate

NOTE:
This is required for TLS authentication.

Steps for the Hospital IT Department

1. Identify the User/Client Certificate being recognized by the RADIUS server.
2. Generate client certification with .P12 format in radius server.

Make sure to select the option to export the private key. This requires a
passphrase to be entered. Record the passphrase.

3. Provide the .P12 file saved in the previous step to the GE Healthcare field
engineer.

Steps for the GE Healthcare Field Engineer

1.  From the Silex Network Security window, click on Configure Private Key.

2. Type the passphrase entered during the export process and browse for either
the private key or client certificate .PEM files and click Submit.

3. Reset the device and repeat the procedure for the private key .P12 file.
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Symptom

Possible Cause

Remedy

The MAC device is connected
to wireless bridge but unable
to communicate

The wireless bridge is running
in Configuration mode
instead of Infrastructure
Mode

Check the status of WLAN
LED and STATUS LED. LEDs
should blink together, if the
wireless bridge is running in
Configuration mode. In such
case, restart the wireless
bridge and check that the
LEDS do not blink anymore.

Problem with the IP address
attained by MAC device

OR duplicate IP Address is
assigned to device as it would
cause a conflict if another
device on the network has
the same address.

Verify if the RJ45 cable

is functioning properly

OR connected properly to
Ethernet port of MAC device.
Go to System Configuration
> Communication Setup.
Check the Wired LAN settings
page. Verify if the MAC device
has obtained a valid IP.

The wireless LAN settings on
the wireless bridge are not
configured properly.

Obtain proper information of
wireless settings and ensure
that configured settings

are correct. If settings are
incorrect, disconnect the
wireless bridge from MAC
device. Connect it to PC and
access the configuration
web page. Configure the
wireless bridge with valid
settings again.
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Symptom Possible Cause Remedy
The Settings on the MAC Disconnect the wireless
device are not configured bridge from MAC device.
properly. Connect MAC device to

wired LAN and check if
communication works. If the
MAC device is still unable to
communicate, check that
the communication settings
for the MAC device are
configured properly.

* Call tech support for assistance if problem persists

Using the Serial/IP Tools to Troubleshoot

NOTE:
This section only applies to MUSE v5.x and MUSE v7.x systems as well
CardioSoft V 6.6x and higher that use Tactical software. For MUSE v8.x and v9.x,
troubleshooting, see “Testing Connections Using netstat” on page 43.

The Serial/IP Utility can be launched from the MUSE file server by right-clicking the icon
in the systray and selecting either Port Monitor..., Trace Window..., or Configure....

Port Activity

The Port Monitor window shows one COM port configured in Serial/IP. The lights show
TR and DR when there is a connection. TD and RD flashes to show the transmission
and reception of data.

— Senal/IF Port Monitor 3.0

Eie Edt Help

Tacrcar N5 S

Port Activiy | Tiace Window |

Poet | TORD TAGACD | Status | 1P Address |
CoM11 Cronnected 152164050
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Trace Window

The Trace Window shows the activity of an ECG being sent into the MUSE system.

Green text is outgoing data and red text is incoming data. Select the Enable Trace
check box to display information in this window. By checking the Auto Scroll check
box, the last entry is displayed automatically at the bottom of the list.

— SedialAP Pon Monitor 3.0

Ei= £ Help 5
Tac g, - I < 5 R

Port Actvity lee\ﬂ"lndml

08:11:55.726 COM11 : = “O |

08:11:55.726 COM11 @ » E'RETERR e rrEtiririeie

08:11:55.726 CON11 : = “O

08:11:55.945 COALll @ « “DE“@ R4 B0 BB 7 QDN I 11D 1" 1" I°E"

08:11:55.945 COM11 : ‘0

05:11:55.945 COM11 : E‘f@s+tg~gtg" P getg* I I 1 24 T T4 T4 D" 0

08:11:55.945 COM11 : » *O

0B:11:56.945 COM11 : « “OE“G°R ] frediesx : s 2a] 3

08:11:56.945 COM11 = (8]

08:11:56.945 COM11 : E*IAE T4 BARAEA PO g TP TA TAEA T TA T2 D™ 0

08:11;56.945 COM11 3 o

09:11:57.195 COM1l : « "OE"@"B("BQ R R ?"QIX"1"I*I"0P*1"I"T L"E'
Ded | [ opnablelisce I HeuDisgky 7 AukoSciol I AbsaaOnTen

L

The following Trace Window shows how the MUSE system sends data every 7
seconds to keep the CSI connection active. The blue text is informational and, in this
case, shows the connection closing after powering down the cart.

= Senal/IP Port Monitor 3.0

e Eat Help
Tac et - RN < T SR
Port Actiy  Trace Window |

B:03:54.22 6 CoMil -]
los:03: comil T TR o R B ST B 68 B of 4 P & 30
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08:04:01.22 6 COM11 : ‘g
0B:04:01.226 Com1l : {30 B Rt el BTl Y Rl [t fa b ot Al Sl
HE:04:01.22 6 CON11 : 4
0B:04:01.241 COM11 : |
08:04:01.241 coM1l ¢ |
oa:p4:01.820 comiy : |
l08:04:01.620 CON11 : |
I
I

=l
=l
Lloa ¥ Enatle Tiace [ HewDisplap 7 BuloScell [~ Alwaps On Top

08i04:01.820 COM11 @

[08:04:09.820 ComMi1l ;

Testing Connections Using netstat

2053535-080C

With the removal of the Tactical Software in MUSE v8.x and v9.x, you no longer have
the ability to open this program and view the connection status of each network
connection. To view connection status in MUSE v8 and v9, open a command prompt
window on the system where the MUSE Modem service is running. This is typically the
MUSE server.

To view the connection status, type the command netstat -n.

A listing is displayed showing all open socket connections on the system. If there is
a connection established between the MUSE Modem service and the cart, you see
an entry that has the “local address” with the IP address of the server, the “foreign
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address” with the IP address of the cart with the port number following the cart’s IP
address, and the state of the connection.

Local Address Foreign Address State

Local Address Foreign Address State

TCP 3.62.192.148:52379 TCP 3.62.192.159:3001 ESTABLISHED

In the above example, the server is at 3.62.192.148 and the cart is at 3.62.192.159.
The port number configured for this cart is 3001. The connection state should be
established.

If the cart is not connected, you do not see an entry in this list. The MUSE Modem
service opens a connection once per the number of seconds equal to the retry interval.
If it fails to connect, it closes this connection until the next interval time.

This command only shows established connections. If there is no connection, nothing
is listed even though a CSI Network modem may be defined in the MUSE application.
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Technical Specifications

Silex Wireless Bridge GEH-BR-4600

Manufacturer/Model

GEH-BR-4600WANZ2-03-XX

Physical Requirements

Dimension: 110.5 x 79,0 x 27.6 (mm)
Weight: 130 (g)

Interface Requirements

Ethernet Port: 10M/100 Mbps BASE-T, support Auto MDIX
Power Connector: 5.5 (outer)/2.1 (Inner) mm Diameter

Indication: LED indication for Power , wireless connection, Data
communication

Power Requirements

Nominal Input Power: 5V
Input Current: 750 mA

Wireless Requirements

Wireless LAN Protocol: IEEE 802.11a/b/g/n
Wireless LAN Channel: IEEE 802.11b/g: Ch1~CH13
Encryption: WEP (64/128), WPA-PSK (TKIP/AES), WPA2-PSK (AES)

IEEEB02.1X enterprise authentication: EAP-PEAP, EAP-TLS, EAP-TTLS,

EAP-FAST, EAP-LEAP

Frequency Band

2.4 GHz
5 GHz

Operating frequency range

Maximum operating transmit
power

Frequency Range: 2400-2483.5 MHz
Output Power (including antenna gain): 100 mW (20 dBm)

Operating frequency range

Maximum operating transmit
power

Frequency Range: 5150-5350 MHz; 5470-5725 MHz
Output Power (including antenna gain): 126 mW (21 dBm)

2053535-080C
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Environmental Requirements

Operating Temperature: 0 ~ 40 °C
Operating Relative humidity: 20 ~ 80%

Operating barometric pressures: 700 ~ 1060 hPa (Altitude range: 3010.9
to -381.9 meters)

Non-Operating Temperature: -10 ~ +50 °C
Non-Operating Relative humidity: 20% ~ 90%

Non-Operating barometric pressures: 500 ~ 1060 hPa (Altitude range:
5570 to -380 meters)

Accessories

LAN Cable: Length 250 mm, RJ45 *2 connector

USB Power Cable: Length 260 mm, Type A Plug, Right angle USB
connector, Right angle DC connector, Wire size 24 AWG

Standards Compliance

e CE certification
e FCC/IC certification

¢ This product complies with the following Regulatory requirements for
Australia, New Zealand and Singapore.

e EMC Directive: EN55032 Class B, EN55024, EN301489-1/-17 v1.8.1

e RE Directive: EN 300-328v2.1.1, EN 301-893 v1.8.5 (EN 301-893v1.8.1
(Adaptivity), EN 301-893 v2.1.0 (Receiver Blocking)), EN 60950-1, EN
62311, EN301-489-1v2.1.1, EN301-489-17 v3.1.1

 This product is compliant with the EU's RoHS directive (2011/65/EU or
newer)

¢ This product is compliant with the EU’s WEEE directive (2002/96/EC)
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GE Medical Systems
Information Technologies, Inc.
8200 West Tower Avenue
Milwaukee, W1 53223 USA
Tel: +1 414 355 5000

+1 800 558 5120 (US Only)

GE Medical Systems Information Technologies, Inc., a General Electric Company, going to market as
GE Healthcare.

www.gehealthcare.com
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